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Vision

Multi-year project: IPv6 deployment at enterprises.

Collaboration with American Registry for Internet
Numbers (ARIN)

= Provide training,
" Analysis of security and application conversion,

"Help enterprises plan their IPv6 deployment.
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*Lab: IPv6 basics : Feb 11, 2021 -Lab: DHCPv6: June 10, 2021
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Agenda

Intro to Trace Reading
o Addresses

o |nterfaces
> Payload

IPv4 address structure

IPv6 address structure
> Changes

o Flow label

IPv6 extension headers

> Hop-by-hop

° Fragment

> Destination Options header
° 6LoWPAN

Security issues (header)
o Malformed packets

° Routing header



Know
the
protocol
... Know

how to
read a
trace!




IPv6 Address Types

Unicast address:
2001:5c0:8fff:3::3f53

Anycast address: Multicast address:
2001:5¢0:8fff:3::3f53 ff02::1

° ° ° ° ° ° o o
= = 2R = = /8, T 7 5 2 T = X [ =

Anycast Hosts Multicast Host Group

Anycast addresses appear the same as unicast addresses




Importance of IPv6 Network Prefix

* First part of network prefix important!

FE80 = Link Local

- Example: 2001:5c0:8fff:3::3f53 m
2001 = Global Unicast

* Learn:

» Can you go out on the internet with it, 0000 = Special

* What devices can you talk to,
* Is it for special function.




TCP/IP Layer Structure

Layer 5 : Application
FTP, HTTP, SMTP
*TCP/IP layer structure

Layer 4 : Transport

TCP / UDP Protocols

Layer 3 : Internet
IP Protocol

Layer 2 : Link
*Each layer has a job Local Connection

Layer 1 : Physical
Hardware

Different levels for separation



Packet Trace

Time Source Destination
1 ©.288000000 fe80: :b4fe:58ff:fte80:2c78 B e e L

Frame 1: 137 bytes on wire (1896 bits), 137 bytes captured (1€96 bits) on interface bre, id e
v Ethernet II, Src: HewlettP_77:31:84 (84:a9:3e:77:31:04), Dst: IPvémcast_01:00:02 (33:33:00:01:00:02)
Destination: IPvémcast_©1:00:02 (33:33:00:01:€0:02)
Source: HewlettP_77:31:84 (84:a39:3e:77:31:04)
Type: IPvée (@x8edd)
v Internet Protocol Version 6, Src: fe88::b4fe:58ff:fe80:2c78, Dst: ffe2::1:2
@110 .... = Version: 6
BEBE B080 oo e Saen GReE Son Traffic Class: exe@ (DSCP: CS®, ECN: Not-ECT)
s e ... 9601 @011l 1le@ eoee el Flow Label: &xl13cel
Payload Length: 83
Next Header: UDP (17)
Hop Limit: 1
Source Address: fe8@::bd4fe:58ff:fe80:2c78
Destination Address: ff@2::1:2
User Datagram Protocol, Src Port: 546, Dst Port: 547
v DHCPv6
Message type: Solicit (1)
Transaction ID: ex61772d
Rapid Commit

Identity Association for Non-temporary Address
Client Fully Qualified Domain Name

Option Request

Client Identifier

Elapsed time




IPv4 and IPv6 Headers

IPv4 Main Header (20 Bytes)

Version HdrLen Type of Service Total Length
Identification ~lags  Fragment Offset
TimeToLive Checksum

What is the same?

Fiow Label I What is different?

Next Header “Hop Limit




The IPv4 Header

Size(bits) Field Description
4 Version 4 : version of IP
4 Header Length Length of header in Words (Word = 32 bits)
8 Type of Service (TOS) | Quality of Service : Differentiated Services Code Point (DSCP — RFC2474)
and Explicit Congestion Notification (ECN - RFC3168)
16 Total Length Total length of the entire packet. Max: 65,535
16 Identification Identify all fragments in same packet. Max: 65,535
3 Flags More fragments to come or not
13 Fragment Offset Points to where in original packet this fragment goes (units of 8 bytes)
8 Time To Live Hops (routers) to go to before dropping packet
1 Protocol What kind of upper layer protocol or data is in this packet
2 Header Checksum Integrity check on the header
32 Source Address The sender of the packet
32 Destination Address | The receiver of the packet

Options + Padding

Variable length




The IPv6 Header

IPv6 main header: fixed

40 bytes
IPvé Main Header (40 Bytes)
Required Version Traffic Class Flow Label
Payload Length Hop Limit
Source and destination Source Address

|
addresses larger! Destination Address

Defined in RFC2460



The IPv6 Header

Size(bits) Field Description
4 Version 6
8 Traffic Class Quality of Service : Differentiated Services Code Point

(DSCP — RFC2474) and Explicit Congestion
Notification (ECN - RFC3168)

20 Flow Label Quality of Service : real time (RFC2460 and many
others!)

16 Payload Length Bytes in the IPv6 extension headers and payload.

8 Next Header Points to extension header or payload

8 Hop Limit Hops (routers) to go to before dropping packet

128 Source Address The sender of the packet

128 Destination Address The receiver of the packet




IP Header Structures

Why IPv4 — IPv6 headers IPv4 Header : 20+ bytes

so different? Source Address: 4 bytes

Large IPv6 addresses!

IPv4 Header + IPv6 address
Creation of extension Source Address: 16 bytes

headers  Dest. Address: 16 bytes

Could become 44 bytes!



What Did They Do?

Multiple header structure .

I

Renamed fields




IPv6 Header Changes Summary

The changes for the IPv6 main header are:

Unchanged Fields: Three fields used same way and have same name (size may be different!):
Version, Source Address and Destination Address.

Renamed Fields: Two fields used same way but renamed: Traffic Class and Hop Limit.
Changed Fields: Two fields used similar way and renamed: Payload Length and Next Header.
Added Fields: One new field: Flow Label.

Removed Fields: Five fields removed:
> Header Length: Not needed (IPv6 main header is fixed at 40 bytes)

° Identification, Flags, Fragment Offset: Moved to Fragment extension header

o Header Checksum: Eliminated

IPv4 Options : moved to extension headers (if used)



Flow Label

Quality of Service

Flow Label: f %
What is a flow? (7 i (7

rf Router2 ?
All routers on the path t (7
7
Router 4
Flow Label: —-51_4—
NA FTP ——
S COS VoIP o




Trace Packet With Flow Label

lo. |Time | Source | Destination _ | Protocol | Le
3406 64.672910 2607:74e8:130:202:225:907F :fe01:a610 2607:7740:0:37:216:3eff:fe68:72¢c0 TCP

e

¥ Frame 3406: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
# Ethernet II, Src: Cisco_ae:30:0a (00:0c:cf:ae:30:0a), Dst: Xensourc_68:72:c0 (00:16:3e:68:72:c0)
3 Internet Protocol version 6, Src: 2607:f4e8:130:202:225:90ff:fe0l:a610 (2607:f4e8:130:202:225:90ff:fe01:a610),

@ 0110 .... = version: 6
# .... 0000 0000 .... ... ... . ..e.. = Traffic class: 0x00000000
ve eee. 1001 0011 10 0 1110 = Flowlabel: 0x0009392e
Pay]oad Tength: 40
Next header: TCP (0x06) <=

Hop Timit: 56

source: 2607:f4e8:130:202:225:90ff:fe0l:a610 (2607:f4e8:130:202:225:90fF:fe01:a610)
[Source SA MAC: SuperMic_01:a6:10 (00:25:90:01:a6:10)]

Destination: 2607:f740:0:3f:216:3eff:fe68:72¢c0 (2607:740:0:3f:216:3eff:fe68:72¢c0)
[Destination SA MAC: xensourc 68 72 c0 (00 16 3e 68 .4 c0)]

- Transmission Control Prot
source port: http (80)
Destination port: 41991 (41991)
[Stream index: 43]
Sequence number: 0 (re1ative sequence number)
Acknowledgement number : (relative ack number)
Header 1ength 40 bytes

window size va1ue 65535

[calculated window size: 65535]
@ Checksum: 0xff36 [validation disabled]
@ options: (20 bytes)

St =, |

o FPmemm S =i




IPv6 Extension Headers

New: IPv6 extension headers

Next Header field chains headers ]
IPv6 Main Header (40 Bytes)

Extension Header # 1 (next 5)

o | Extension Header #5 (next8)
° May appear only once

Extension Header # 8 (next Data)
Data

° Must appear in fixed order
> Exception: Destination Options



Common IPv6 Extension Headers

Next Header | Next Header Header Name Description
(Hex) (Decimal)
0 0 Hop-by-Hop Options | For all devices on the path
2B 43 Routing 0 — Source Routing (deprecated) 2
— Mobile IPv6
2C 44 Fragment Only when packet is fragmented
32 50 Encapsulated IPSec encrypted data
Security Payload
(ESP)
33 51 Authentication IPSec authentication
Header (AH)
3C 60 Destination Options | http://www.iana.org/assignments/ipv6
-parameters/ipv6-parameters.xml
(Mobile IP, etc)



IPv6 Next Header Example

7o IPv6 Main Head t0
Header chaining v6 Main Header (next 0)

Hop-by-Hop # 0 (next 44)

Main — extension header -

payload TCP Payload (Protocol 6)



. Time Source Destinaktion Pro
1593 46, 130840

Frame 1693 (86 bwtes on wire, 86 bywtes cCaptured)

Ethernet II, Src: 192.168.1.1 (00:14:bf:ba:d45:f9), Dst: I
Destination: IPvE—-Neighbor-Discovery _O00:00:00:02 (33:33
Source: 192.168.1.1 (00:14:hbhf:ba:45:¥97)

Twpe: IPve (OxS86dd)

| Internet Protocol wersion &

varsion: &
Tratfic class: 0Ox00
Flowlabel: Qx00O00
Payload Tength: 32
Mext header: IPve hop-bw-hop option COxQ0) _
Hop Timit: 1L
Source address:
Destination address: ffoz::2
Hop—-bw—-hop option Header
Mext header: ICMPwEG I::I:I:-:Ea:]-
Length: O 8 bytes)
Router alert: MLD 4 byrtes)
PacdmM: 2 bytes
Internet Contraol Message Protocol we
Twpe: 131 (Multicast listenar repart))
Zode: O
Checksum: Ox7eas [Ccorrect]
Maximum response delay: 0O
MUulticast address: ffoz::2



IPv6 Hop-by-Hop Header

Size (bits) Field Name Description
8 Next Header | Contains the protocol number of the next header
8 Length Length of this header in octets (bytes)
Variable Options 8 bits for type, length in bytes, and then the option
itself
http://www.iana.org/assignments/ipv6-parameters/ipv6-parameters.xml

Remember: this has to be read by every device!




Sample Fragment Header

Jo. | Time | Source | Destination
5762 80.385670 2001:4998:0:6::15 2607:1740:0:31:216:3eff:1e68:72c0
<

B Frame 5762: 1494 bytes on wire (11952 bits), 1494 bytes captured (11952 bits)

+ Ethernet II, Src: Cisco_ae:30:0a (00:0c:cf:ae:30:0a), Dst: Xensourc_68:72:c0
= Internet Protocol version 6, Src: 2001:4998:0:6::15 (2001:4998:0:6::15), Dst:
# 0110 .... = Vversion: 6
# v... 0000 0000 ...t vrier vnee 2ase 22.. = Traffic class: Ox00000000
tees seee eae. 0101 0100 0001 0000 1100 = Flowlabel: 0x0005410c¢
Payload length: 1440
Next header: IPv6 Fragent (0x2c)_
Hop 1imit: 56
source: 2001:4998:0:6::15 (2001:4998:0:6::15)
Destination: 2607:f740:0:3f:216:3eff:fe68:72¢c0 (2607:Ff740:0:3F:216:3eff :febi
[Destination SA MAC: Xensourc_68:72:c0 (00:16:3e:68:72:¢c0)]
= Fragmentation Header
Next header: TCP (0x06)
0000 0000 0000 0... = Ooffset: 0 (Ox0000)
cese ssss sses +..1l = MOre Fragment: Yes
Identification: 0xaz262a3bc
Reassembled IPv6 in frame: 5763
# Data (1432 bytes)




IPv6 Fragment Header

Size (bits) Field Name Description
8 Next Header Points to next header or payload
8 Reserved Set to 0.
13 Fragment Offset | Points to where in original packet this fragment

goes (units of 8 bytes)

2 Reserved Set to 0.
1 M Flag More fragments to come or not
32 |dentification |dentify all fragments in same packet

Remember: Fragmentation is not supported at routers. It is only supported at the
originating host.




IPv6 Destination Options

Destination Options: for

end host ffrf




IPv6 Destination Options

71 Frame 1: 260 bytes on wire (2080 bits), 260 bytes captured (2080 bits)
# Prism capture header
= TIEEE 802.11 pata, Flags: ....... 23
# Logical-Link Control
2 Internet Protocol Version 6, Src: 2001:720:810:1212:209:b7ff:fe3c:902c (2001:720:810:1212:209:b7
m0110 .... = Version: O
B.... 00000000 .... ... ... ... .... = Traffic class: 0x00000000
it b .. 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000
Payload length: 40
Next header: IPvb destination option (60)
Hop Timit: 255
Source: 2001:720:810:1212:209:b7ftt:te3c:902c (2001:720:810:1212:209:b7/ff:te3c:902c)
[Source SA MAC: Cisco_3c:90:2c (00:09:b7:3c:90:2c)]
Destination: 2001:720:810:1213::1 (2001:720:810:1213::1)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
= Destination Option
Next header: Mohile IPvb (old) (b2)
Length: 2 (24 bytes)

s T e Use of Destination Options
Type: PadN (1) in Mobile IPv6
Length: 2
Padn: 0000

= IPv6 Option (Home Address)
Type: Home Address (201)
Length: 16

Home Address: 2001:720:810:1213::2 (2001:720:810:1213::2)
= Mobile IPvb6 / Network Mobility




No. Time Source Destination Protocol Length Info
1 0.000000 2a01:e35:8bd9:8bb0: 2001:4b98:dc0:41:21 UDP 80 Source port:

{ | ]

(e Frame 1: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) .
'@ Ethernet II, src: AsustekC_76:29:b6 (00:1e:8c:76:29:b6), Dst: Freeboxs 4d:1f:41 (f4:ca:e5:4d:1f:41)
= Internet Protocol Version 6, Src: 2a01:e35:8bd9:8bb0:a0a7:ea%¢c:74e8:d397 (2a01:e35:8bd9:8bh0:ala7 :ealc:74e8:d397),
® 0110 .... = Version: 6
BB as D00 DO s oavans i sR R ER RR s = Traffic class: 0x00000000

............ 0000 0000 0000 0000 0000 = Flowlabel: 0x00000000

Payload length: 26

Next header: IPv6 destination option (60)

Hop 1imit: 64

Source: 2a01l:e35:8bd9:8bb0:a0a7 ;eafc:74e8:d397 (2a01:e35:8bd9:8bb0:ala7:eafc:74e8:d3097)

Destination: 2001:4b98:dc0:41:216:3eff:Tece:1902 (2001:4b98:dc0:41:216:3eff:fece:1902)

[Destination SA MAC: Xensourc_ce:19:02 (00:16:3e:ce:19:02)]

[Source GeoIP: Unknown]

[Destination GeoIP: Unknown]
= Destination Option

Next header: UDP (17) < From RFC2460: Option 11: discard the packet
Length: O (8 bytes) and, only if the packet's Destination

= IPvE Option (Unknown 11) :
T}’PE? unknown (11) Address was not a multicast address, send an

Length: 1 ICMP Parameter Problem, Code 2, message to
- Ipﬂgkggﬁ?nﬁpﬂjgwia}” aa the packet's Source Address, pointing to
 Type: padN (1) the unrecognized Option Type.

Length: 1

Padn: 00

\E User Datagram Protocol, Src Port: 42513 (42513), Dst Port: name (42)
Source port: 42513 (42513)



Yo, Time Source Destination Protocaol
1 0.000000 3001::200:10ff:fel10:1181 3000::200:10fFfF:fel0:1060 ICMPVE

4 | m

[ Frame 1: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)

# Ethernet II, Src: Hughes_10:10:60 (00:00:10:10:10:60), Dst: IntelCor_16:c7:fe (00:15:17:16:c7:fe)
= Internet Protocol Version 6, Src: 3001::200:10ff:fel0:1181 (3001::200:10ff:fel0:1181), Dst: 3000::215:17ff:fell
® 0110 .... = version: 6
B oaiia ODDO OOOO .iiv sais aaia saas aaas = Traffic class: OxOODOROOD
dEEE W@y 0000 0000 0000 0000 0000 Flowlabel: 0x00000000
Payload length: &5
Next header: IPv6 routing (43)
Hop limit: 255
source: 3001::200:10ff:fel0:1181 (3001::200:10ff:fel0:1181) _
[Source S5A MAC: Hughes_10:11:81 (00:00:10:10:11:81)]
Destination: 3000::215:17ff:fel6:c7fe (3000::215:17ff:fel6:c7Te)
[Destination SA MAC: IntelCor_16:c7:fe (00:15:17:16:c7:Fe)]
[source GeoIP: Unknown]
[Destination GeoIP: unknown]
£ Routing Header, Type : IPv6 Source Routing (0)
Next header: ICMPvE (58)
Length: 6 (56 bytes)
Type: IPvE Source Routing (0)
Segments Left: 1
Address: 3002::200:10ff:Tel0:1262 (3002::200:10fF:fel0:1262)
Address: 3003::200:10FF:Tel0:1363 (3003::200:10fF:FelD:1363)
Address: 3000::200:10fF:Tel0:1060 (3000::200:10fF:fel0:1060)
£ Internet Control Message Protocol wé
Type: Echo (ping) request (128)
Code: 0
# Checksum: 0x1d00 [incorrect, should be Oxdbb9]
[Bad Checksum: True]
Identifier: 0x0000
Sequence: 0O
@ Data (1 byte)



 Segments Left = zero, ignore

e Segments Left > zero, send

RFC5095 (Deprecation of Type
0 Routing Headers in IPv6)

* RHO: can create routing $
IOOpS. Intruder/
Eavesdropper G
(7 r
 Deprecated ' ?

(e

ICMPV6 error message




Mo, - Time Source Destination Protocol | Info

ESP

22.033415 R TREsL, ek (SPI=0x721c649] )
2% 22.05345938 152.168.1.101 192.1658.1.102 ESF ESP (SPI=0xB4febdcz)
20 22.053685 192.1658.1.102 192.1658.1.101 ESF ESP (SPI=0x721d64%1)
27 22.0340353 192.1658.1.102 192.165.1.101 ESF ESP (SPI=0x721d64%1)
28 22.055604 192.165.1.101 192.1658.1.102 ESF ESP (SPI=0xB4Tebd4cz)
29 22.0537826 0 152.168.1.104 192.1658.1.101 ESF ESP (SPI=0x721d64%1)
30 22.0681508  152,168.1.101 192.1658.1.102 ESF ESP (SPI=0xB4Tebd4cz)
31 22.061650  152,168.1.101 192.1658.1.102 ESF ESP (SPI=0xB4febd4cz’

# Frame 24 (%4 bytes on wire, 94 bytes captured)
# Ethernet II, src: 182.168.1.1072 (00:13:d3:8d:61:fh), Dst: 1%92.1658.1.101 (00:11:d8:39:25:2h)
= Internet Protocol, Src: 192.168.1.102 (192.168.1.1020, Dst: 192.168.1.101 (192.168.1.101)0
version: 4
Header Tength: 20 bytes
# Differentiated sServices Field: 0x00 (DSCP 0x00: Default; ECH: Ox00)
Total Length: 80
Identification: 0x0edd (3648) Notice the IP Header and
# Flags: Ox04 (Don'T Fragment)
Fragment offset: 0O

then the ESP

Time to Tiwe: 128 (Encapsulating Security
Protocol: ESP (0x32)
Header checksum: 0x6820 [correct] Payload) Header

Source: 15%2.168.1.102 (1%2.168.1.102)
Destination: 1%2.168.1.101 (1%2.168.1.101)
B Encapsulating Security Payload

SPI: Ox721de49]

Segquence: 1
Data (52 bytes)



Mo, - Time Source Destination Protocol | Info

- S e T T T I T W iy e B e B e e o NV ] R B L R R

las. 1,102 192 . 1a8.1.101 IChMP Echo (ping) reguest

p—— =

+ Frame 54 (98 bytes on wire, 98 bytes captured)
# Ethernet II, Src: 192.168.1.102 (0C0:13:d3:8d:61:Th3, Dst: 192.1658.1.101 (C00:11:d8:39:2%:2hb7
= Internet Protocol, Src: 192.168.1.102 (192.168.1.10270, Dst: 192.168.1.101 (1592.168.1.1017
version: 4
Header length: 20 bytes
F Differentiated services Field: 0x00 (DSCP 0x00: Default; ECWM: Ox007)
Total Length: &4
Identification: 0xcfe2 (530907
+ Flags: 0Ox00
Fragment offset: 0
Time to Tiwve: 128

Packet with AH only.

Protocal: AH (Ox33)) e Notice the data itself is not
# Header checksum: 0Oxeb6f3 [correct] d
Ssource: 192.168.1.102 (192.168.1.102) encrypted.
Destination: 192.168.1,.101 (152.168.1.101)
= authentication Header F e Notice also the packet type
Mext Header: ICMP (0x0017 : .
Length: 24 is ICMP. Any higher level
SPI: Oxesdfdfac .
sequence: 1 protocol may be imbedded.
I
B Internet Control Message Protocol
Type: 8§ (Echo {ping) request)
Code: 0O

Checksum: 0x055b [correct]
Icdentifier: Ox0200
Sequence number: Ox4601
Data (32 bytes)

o000 00 11 di& 39 29 2h 00 13 d3 8d 61 th 08 00 45% 00 Lo T = TR 7
o010 00 54 of 62 00 00 50 33 e6 T8 <0 aB 01l 66 cO al I ) « R~ | B .
0020 01 85 01 04 00 Q0 es 4F df 2c 00 00 00 01 &7 5T o e
Qo=0 8 0 sEEY . =KL, . HK . . [
0040 H3E 6] 62 &3

opgrstuy
b




= Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)
o Ethernet IXI, Src: c2:00:68:b3:00:01 (c2:00:68:b3:00:01), Dst: IPvemcast_00:

E Destination: IPvemcast_00:00:00:05 (33:33:00:00:00:05)

F Source: c2:00:68:b3:00:01 (cZ2:00:68:b3:00:01)

Type: IPvEo (Ox86dd)

I Internet Protocol version 6, src: TeB0::1 (feB0::1), Dst: TF02::5 (ff02::5)
B 0110 ... = version: 6
H .... 1110 OO0

Traffic class: O0x000000e0
Flowlabel: 0x00000000

cree emes =eae 0000 OO0 OOOO0 OO0 OO0
Payload length: 60
Next header: AH (51) _
Hop Timit: 1
cource: TeB0::1 (feB80::1)
Destination: TF02::5% (FFOo2::5) IPv6 Packet with AH only.
[Source GeoIP: unknown]
[Destination GeoIP: unknown] ¢ Notice that this is an OSPF
= Authentication Header
MexT Header: OSPF IGP (0x59)

Length: 24 e So we can have man
AH SPI: Ox00000100 Y

AH Sequence: 19 protocols protected.

AH ICV: 21d3a95c5ffd4dl184622boT8

= Open Shortest Path First

= O5PF Header

OSPF Version: 3
Message Type: Hello Packet (1)
Packet Length: 36
source OSPF Router: 1.1.1.1 (1.1.1.1)
Area ID: 0.0.0.1
Packet Checksum: Oxfb86 [correct]
Instance ID: 0 (IPv6 unicast AF)

packet!




Malformed Packets

Manipulate headers
° |IPv6 incorrect or IPv6é Main Header (40 Bytes)

partial header version [ rowebe
 Viowate header order

> Violate header option Source Address

restrictions Destination Address




Crafted Packet

i & &

=

=

Frame 9 (182 hbytes on wire, 182 bytes captured)
Ethernet II, Sre: 3com 03 :04:05 (00:01:02:03:04:057,
Internet Protocol wersion &
versijon: &
Traftfic class: Ox00 Crafted IPV6 paCkEt
Flowlabhel: O=xQoQ000
Pawload length: 43008
Mext header: IPvE fragment (Ox2c)
Hop Timit: 255
source address;:
Destination address:
Fragmentation Header
Mext header: IPwE routing (Ox2kb]
offset: 48
More fragments: wyes
Identification: OxOO370037
RoOuting Header, Type O

Multiple headers

I11

Deprecated headers

[FIR N o o)

Headers out of order

Mext header: IPva fragment C(Ox2c)
Segments TETF: 0
address

Fragmentation Headear

Length: 9 (80 bytes)
Type: 0

address s

address e _

address ]

address 4: :1:7005:9) Fc:fTFEFf T

Mext header: IPvE hop-bw-hop option (OxQ0l _
offset: O

More Tragments: MO
Identification: O0x00CO0000
Hop-byw—-hop Ooption Header




6LoWPAN Header

From RFC4944

6LoWPAN stands for IPv6 over IPv6 over IEEE 802.15.4
Low Power Wireless Personal
Area Networks (RFC4919)

Whereas in an IPv6 header the
stack would contain, in the
following order, addressing, hop-
by-hop options, routing,
Meant for very low power fragmentation, destination

devices. options, and finally payload
[ ]; in a LOWPAN header,

the analogous header sequence is
mesh (L2) addressing, hop- by-
hop options (including L2
broadcast/multicast),
fragmentation, and finally
Header compression payload.

Small packet size: 127 bytes




Sample 6LoWPAN Header

|+

Frame 1: 117 bwytes on wire (936 bits), 117 bytes captured (936 bits)

User Datagram Protocol, Src Port: zep (17754), DsT Port: zep (A17754)
ZigBee Encapsulation Protocol, Chanmel: 2, Length: 43

IEEE B0OZ2.Jl15.4 Data, Dst: Broadcast, Src: 0Ox556606

= 6L oWP AN

= IFPHC Header

BEEEE

Ethernet IX, Src: ExeginTe 00:10:04 (O00:1c:da:00:10:04)3, Dst: Dell_10:30:e5 [(00:22:C
Internet Protocol version 4, Src: 172.16.1.144 (A172.16.1.1443%, Dst: 172.16.1.52 (A7.

o11. .... = Pattern: IP header compression (OxO03)

ce-d ... s eian aee. = Traffic class and Flow Tabel: wversion, Ttraffic class, amnd
cmmm e e m ww e mmme = Mt header s Il ane

cmmm mw AL w e w e www e = Hop TAmits 25955 (CO0OOD3

cmee mmme Dol hee. = Context Tdentifier extension: False

chiee mee. .. ... = Source address compression: stateless

ceee meee 2212 ... = Source address mode: Compressed OxOOO3)

et meee mmae A... = Multicast address compression: True

ceee maeee eseaae 0. = Destination address compression: Stateless

o ceee eeee 11 = Destination address mode: B-bits inline (OxO0003)

MNext header: ICMPwWS (OxZad)
Source: TeB0O::Ffr:Ffedd:5566 {(feBO: :FffF:FfeldD:55606)
Destination: FFO02::1a {(FFfOo2::1a)
= Internet Protocol wversion &, src: feBO::ff:FfelD:5566 (feBO: :FfF:Ffed0:5566),
= Internet Control Message Protocol wa
Twpe: RPL Control (155)
Code: 1 {(DODaG Information object)
Checksum: Ox7545 [correct]
RPLINsSTanceID: O
version: 241
Rank: 858
= Flags: 0Ox8b
Destination Adwvertisement Trigger Sequence Mumber (DTSMND): 240
Flags: OxO0Q
Reserwved: OO0
DODAGTID: TdOO: :FF:Fed0:1122 (Ffdoo: :FF:Fedd:1122)

DstT: TF0:



IPv6 Multicast Scope

*|Pv6 multicast addresses start with FF.
*Last 4 bits is scope. (Ex. FFO1, FFO2, etc).

*FFO1:: means on same interface
*FFO2:: means on same link
*FFO5:: means in the same site
*FFOE:: means in the Internet.

(From RFC 4291)




Common IPv6 Multicast Groups

*Multicast addresses are registered with the Internet Assigned Numbers
Authority (IANA).

See:

http://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-
addresses.xml

IPv6 multicast address Description

FF02::1 The all-nodes address

FF02::2 The all-routers address

FFO2::5 The all-Open Shortest Path First (OSPF) routers address
FFO2::6 The all-OSPF designated routers address




File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d m @ EREB Rexd=Z ¢ 45 Qaqn

(Il

I Iﬂ.p;}!'.- a display hiter ... <Clrl-/>

Ne. Time Source Destination
115 99.0044036. TeBO::3a68:ddff:felaic5?d ffo2::c
116 99.8044702. febo::a94:efff:feda:c7es fFO2::c
i 117 99.08445986.. 2821:2021:20821:367: 3ab68:dd¥f:fela:bdid +f88::c
! 118 99.08948375. feBB::3ab68:ddff:fela:6525 fféi::c
119 §9.0852046.. Tebo::3ab8:ddff:fela:bd2d 82 :c
128 99,.1283638. 2821:2021:2021:367:3ab08:ddff:fela:cinb ffagi:c
i 121 99.1283596.. 2821:2021:20821:367:3a68:dd¥f:fela:dbab f88::c
! 122 99,128615%6.. feBO::3ab8:ddff:fela:clas t82::c
123 §9.1287661.. Tebo::3ab8:ddff:fela:dbab 82 :c
124 99.2538717. 2821:2021:2021:367:3ab08:ddff:fela:b525 ffag:i:c
i 125 99.2548748. 2821:2021:20821:367:a%4efff:fela:c7a9 +f88::c
! 126 99,2533223.. 2021:2021:2021:367:3a68 :dd¥f: fela:c57d ff88::c
= 127 §9.254B423. Tebo::3ab8:ddff:fela:c57d ff82::c
128 99.2549188. feBb::a%:efff:fefa:c7os ffadi:c
£

» Frame 115: 456 bytes on wire (3648 bits), 456 bytes captured (3648 bits) on interface bre, id @
» Ethernet II, Src: Inventec 1a:c5:7d (38:68:dd:1a:c5:7d), Dst: IPvemcast Oc (33:33:00:8Q:88:8¢c)
» Internet Protocol Version 6, Src: fe8d::3at68:ddff:fela:c57d, Dst: ffé2::c

b am Protocel, 5rc Port: 1568, Dst Port: 1560

User Data

HOST: [FF@2::C]:1908\r\n
SERVER: :2.78 UPnP/1.1 7Xa6CTO1WW:J1301D0B2R\r\n
HT: wea-dwtFanretcarvice padfFichapact 18 rn




IANA IPv6 Multicast Groups
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Description [ Change Controller 51 Date Registered
Al Nodes Address

Al Routers Address

Unassignad

DVMRP Routers

OSPFIGP

OSPFIGP Desanaled Routers

5T Routers [BEC 1180 [«myslery contacts]

5T Hosts [BEC 1180 =mystary contacts]

RIP Routers [RECZ080)

EIGRP Rowters [RECTEGE]

Mebila-Agants [Bil_Simpson] 1984-11-01
s5DP [UEnE Forum] 2006-00-21
All PIM Routers

RSVP-ENCAPSULATION ; 18r06-04-01
UPnP 2006-00-21
Al-BBF-Access-Nodes

All-Homenel-Nodes i 2016-01-05
VRRP :

ALL GRASP_MEIGHBORS - F 2017-07-20
Al MLDvZ-capable roulers saa10

all-RPL-nodes

Al-Snoopes [BEC42B8]

PTP-pdalay : 2007-02-02
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Contact:

nalini.elkins@insidethestack.com

president@industrynetcouncil.org

More webinars at:

industrynetcouncil.org



