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Industry Network 
Technology Council 
(INTC)

 Funding: Grant from 
ARIN

 Thank you! 

INTC Project

https://www.iiesoc.in/ https://industrynetcouncil.org/



Multi-year project: IPv6 deployment at enterprises.

Collaboration with American Registry for Internet 
Numbers (ARIN)  

 Provide training, 

 Analysis of security and application conversion, 

Help enterprises plan their IPv6 deployment.

Vision



•Introduction to IPv6 : Feb 4, 2021

•Lab: IPv6 basics : Feb 11, 2021

•Neighbor Discovery: March 4, 2021

•Lab: Neighbor Discovery: March 18, 
2021

•IPv6 Address Planning: April 8, 2021

•Lab: IPv6 Address Planning: April 15, 
2021

•IPv6 Transition Mechanisms: May 6, 
2021

•Lab: IPv6 Transition Mechanisms: 
May 13, 2021

Classes

•DHCPv6: June 3, 2021

•Lab: DHCPv6: June 10, 2021

•IPv6 and Cloud: June 17, 2021

•Lab: IPv6 and Cloud: June 24, 2021

•Introduction to IPv6 Security July 8, 
2021

The next sessions are sponsored by 
a generous grant from ARIN.

•Trace Reading: August 12, 2021

•Troubleshooting: August 19, 2021



 President: Industry Network Technology 
Council
 Founder & CEO: Inside Products, Inc.
 Advisory Board: India Internet 
Engineering Society
 RFCs: RFC8250 (Embedded performance 
and diagnostics for IPv6) and others
 Product developer (OEMed by IBM and 
others)
 Working with IPv6 for 15 years
 Working with network management, 
diagnostic, performance issues at large 
brick-and-mortar  enterprises for over 30 
years 

A few words about me



Agenda

Intro to Trace Reading
◦ Addresses
◦ Interfaces
◦ Payload 

IPv4 address structure

IPv6 address structure
◦ Changes
◦ Flow label 

IPv6 extension headers
◦ Hop-by-hop
◦ Fragment
◦ Destination Options header
◦ 6LoWPAN

Security issues (header)
◦ Malformed packets
◦ Routing header



Know 
the 
protocol
… Know 
how to 
read a 
trace!



IPv6 Address Types
Unicast address: 

2001:5c0:8fff:3::3f53 

Anycast addresses appear the same as unicast addresses

Unicast Host

Anycast address: 
2001:5c0:8fff:3::3f53 

Anycast Hosts

Multicast address:                   
ff02::1

Multicast Host Group



Importance of IPv6 Network Prefix

• First part of network prefix important!

• Example: 2001:5c0:8fff:3::3f53 

• Learn:
• Can you go out on the internet with it,
• What devices can you talk to,
• Is it for special function.  

FE80 = Link Local

FFxx = Multicast

2001 = Global Unicast

0000 = Special



TCP/IP Layer Structure  

•TCP/IP layer structure

•Different levels for separation

•Each layer has a job



Packet Trace

• Interface

• Source and 
destination 
addresses

• Protocol layers

• Data / payload



IPv4 and IPv6 Headers 

What is the same?

What is different?



The IPv4 Header

Size(bits) Field Description
4 Version 4 : version of IP

4 Header Length Length of header in Words (Word = 32 bits)

8 Type of Service (TOS) Quality of Service : Differentiated Services Code Point (DSCP – RFC2474) 
and Explicit Congestion Notification (ECN - RFC3168)

16 Total Length Total length of the entire packet.  Max: 65,535

16 Identification Identify all fragments in same packet.  Max: 65,535 

3 Flags More fragments to come or not

13 Fragment Offset Points to where in original packet this fragment goes (units of 8 bytes)

8 Time To Live Hops (routers) to go to before dropping packet 

1 Protocol What kind of upper layer protocol or data is in this packet

2 Header Checksum Integrity check on the header

32 Source Address The sender of the packet 

32 Destination Address The receiver of the packet 

- Options + Padding Variable length



The IPv6 Header

IPv6 main header: fixed 
40 bytes

Required

Source and destination 
addresses larger!

Defined in RFC2460

IPv6  Main Header (40 Bytes)

Version Traffic Class Flow Label

Payload Length Next Hdr Hop Limit

Source Address

Destination Address



The IPv6 Header

Size(bits) Field Description

4 Version 6

8 Traffic Class Quality of Service : Differentiated Services Code Point 
(DSCP – RFC2474) and Explicit Congestion 
Notification (ECN - RFC3168)

20 Flow Label Quality of Service : real time (RFC2460 and many 
others!)

16 Payload Length Bytes in the IPv6 extension headers and payload.

8 Next Header Points to extension header or payload

8 Hop Limit Hops (routers) to go to before dropping packet 

128 Source Address The sender of the packet 

128 Destination Address The receiver of the packet 



IP Header Structures

IPv4 Header : 20+ bytes

Source Address: 4 bytes

Dest. Address:    4 bytes

IPv4 Header + IPv6 address

Could become 44 bytes!

Source Address: 16 bytes

Dest. Address:    16 bytes

Why IPv4 – IPv6 headers 
so different?

Large IPv6 addresses!

Creation of extension 
headers



What Did They Do?

Multiple header structure

Took out fields

Added some fields

Renamed fields
IPv4

IPv6



IPv6 Header Changes Summary

The changes for the IPv6 main header are:

Unchanged Fields: Three fields used same way and have same name (size may be different!): 
Version, Source Address and Destination Address. 

Renamed Fields: Two fields used same way but renamed: Traffic Class and Hop Limit.

Changed Fields: Two fields used similar way and renamed: Payload Length and Next Header. 

Added Fields: One new field: Flow Label.

Removed Fields: Five fields removed: 
◦ Header Length: Not needed (IPv6 main header is fixed at 40 bytes)

◦ Identification, Flags, Fragment Offset: Moved to Fragment extension header 

◦ Header Checksum: Eliminated

IPv4 Options : moved to extension headers (if used)



Flow Label

Quality of Service

What is a flow?

All routers on the path

SNA CoS

Host 1 TCP

Router 1

Hop 1

Router 2
Hop 2

Router 3

Hop 3

Router 4

Hop 4

Host 2 TCP

VoIP

VoIP

Flow Label: 
FTP

Flow Label: 
VoIP

FTP



Trace Packet With Flow Label



IPv6 Extension Headers

New:  IPv6 extension headers

Next Header field chains headers

Rules:
◦ May appear only once
◦ Must appear in fixed order
◦ Exception: Destination Options 

IPv6 Main Header (40 Bytes)

Data     

Extension Header # 1 (next 5)

Extension Header # 8 (next Data)

Extension Header # 5 (next 8)



Common IPv6 Extension Headers

Next Header 
(Hex)

Next Header  
(Decimal)

Header Name Description

0 0 Hop-by-Hop Options For all devices on the path 

2B 43 Routing 0 – Source Routing (deprecated)         2 
– Mobile IPv6

2C 44 Fragment Only when packet is fragmented

32 50 Encapsulated 
Security Payload 
(ESP)

IPSec encrypted data  

33 51 Authentication 
Header (AH)

IPSec authentication 

3C 60 Destination Options http://www.iana.org/assignments/ipv6
-parameters/ipv6-parameters.xml
(Mobile IP, etc)



IPv6 Next Header Example

Header chaining

Main – extension header -
payload

IPv6 Main Header (next 0)

TCP Payload (Protocol 6)

Hop-by-Hop # 0 (next 44)

Fragment # 44 (next 6)





IPv6 Hop-by-Hop Header

Size (bits) Field Name Description

8 Next Header Contains the protocol number of the next header 

8 Length Length of this header in octets (bytes)

Variable Options 8 bits for type, length in bytes, and then the option 
itself 
http://www.iana.org/assignments/ipv6-parameters/ipv6-parameters.xml

Remember: this has to be read by every device! 



Sample Fragment Header



IPv6 Fragment Header

Size (bits) Field Name Description

8 Next Header Points to next header or payload

8 Reserved Set to 0.

13 Fragment Offset Points to where in original packet this fragment 
goes (units of 8 bytes)

2 Reserved Set to 0.

1 M Flag More fragments to come or not

32 Identification Identify all fragments in same packet 

Remember: Fragmentation is not supported at routers. It is only supported at the 
originating host. 



IPv6 Destination Options

Destination Options: for 
end host

Source

Router 1

Hop 1

Router 2

Hop 2 Router 3

Hop 3

Router 4

Hop 4

Destination



IPv6 Destination Options

Use of Destination Options 
in Mobile IPv6



From RFC2460: Option 11: discard the packet 
and, only if the packet's Destination            
Address was not a multicast address, send an 
ICMP Parameter Problem, Code 2, message to 
the packet's Source Address,           pointing to 
the unrecognized Option Type.





RFC5095 (Deprecation of Type 
0 Routing Headers in IPv6)

• RH0 : can create routing 
loops.

• Deprecated

• Segments Left = zero, ignore

• Segments Left > zero, send 
ICMPv6 error message



Notice the IP Header and 
then the ESP 
(Encapsulating Security 
Payload) Header



Packet with AH only. 

• Notice the data itself is not 
encrypted.

• Notice also the packet type 
is ICMP.  Any higher level 
protocol may be imbedded.



IPv6 Packet with AH only. 

• Notice that this is an OSPF 
packet!

• So we can have many 
protocols protected.



Malformed Packets

Manipulate headers
◦ IPv6 incorrect or 

partial header 
◦ Violate header order
◦ Violate header option 

restrictions 

IPv6  Main Header (40 Bytes)

Version Traffic Class Flow Label

Payload Length Next Hdr Hop Limit 

Source Address

Destination Address



Crafted Packet

Crafted IPv6  packet

Multiple headers

Deprecated headers

Headers out of order



6LoWPAN Header

6LoWPAN stands for IPv6 over 
Low Power Wireless Personal 
Area Networks (RFC4919)

Meant for very low power 
devices.

Small packet size: 127 bytes

Header compression

From RFC4944

IPv6 over IEEE 802.15.4 

Whereas in an IPv6 header the 
stack would contain, in the 
following order, addressing, hop-
by-hop options, routing, 
fragmentation, destination 
options, and finally payload 
[RFC2460]; in a LoWPAN header, 
the analogous header sequence is 
mesh (L2) addressing, hop- by-
hop options (including L2 
broadcast/multicast), 
fragmentation, and finally 
payload. 



Sample 6LoWPAN Header



IPv6 Multicast Scope

•IPv6 multicast addresses start with FF. 

•Last 4 bits is scope.  (Ex. FF01, FF02, etc).

•FF01::  means on same interface 
•FF02::  means on same link
•FF05:: means in the same site
•FF0E:: means in the Internet.

(From RFC 4291)



Common IPv6 Multicast Groups

•Multicast addresses are registered with the Internet Assigned Numbers 
Authority (IANA).  

See: 

http://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-
addresses.xml

IPv6 multicast address Description

FF02::1 The all-nodes address

FF02::2 The all-routers address

FF02::5 The all-Open Shortest Path First (OSPF) routers address

FF02::6 The all-OSPF designated routers address





IANA IPv6 Multicast Groups



Questions?

Contact:

nalini.elkins@insidethestack.com
president@industrynetcouncil.org

More webinars at: 

industrynetcouncil.org


