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Vision

Multi-year project: IPv6 deployment at enterprises.

Collaboration with American Registry for Internet
Numbers (ARIN)

= Provide training,
" Analysis of security and application conversion,

"Help enterprises plan their IPv6 deployment.



Classes

*Introduction to IPv6 : Feb 4,2021 v~ *DHCPvV6: June 3, 2021
*Lab: IPv6 basics : Feb 11,2021 v~ -Lab: DHCPv6: June 10, 2021

*Neighbor Discovery: March 4, 2021 “TPv6 and Cloud: June 17, 2021
.12‘812)1 Neighbor Discovery: March 18, *Lab: IPv6 and Cloud: June 24, 2021
IPv6 Address Planning: April 8, 2021 gr(l)t;ciduction to IPv6 Security July 8,
*Lab: IPv6 Address Planning: April 15,

2021 The next sessions are sponsored by

. : a generous grant from ARIN.
*IPv6 Transition Mechanisms: May 6, s e

2021 *Trace Reading: August 12, 2021
*Lab: IPv6 Transition Mechanisms: -Troubleshooting: August 19, 2021
May 13, 2021 ’




A few words about me

= President: Industry Network Technology
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= Founder & CEO: Inside Products, Inc.

= Advisory Board: India Internet
Engineering Society

" RFCs;: RFC8250f(Embeddeddperformance
and diagnostics for IPv6) and others

" Product developer (OEMed by IBM and
others)

= Working with IPv6 for 15 years

. Workm with network management,
nostlc performance issues at large
r|c -and-mortar enterprises for over 30
years




Agenda

* Stateless autoconfiguration

* ICMPv6

* Neighbor Discovery
v Neighbor Solicitation / Advertisement
v Router Solicitation / Advertisement

* Multicast Listener Discovery



Why talk about this?

Stateless address autoconfiguration (SLAAC) new in IPv6

Stateful : DHCPv6 (upcoming session!)

Address planning: host address (64 bits)

Security planning
* Protect privacy

* Protect topology,
* Potential new attacks)



Link-Local Unicast Address

*|IPv6 devices always have a link-
local address

) ) 1111111010 Zeroes Interface ID
*|Pv6 devices use link-local to

communicate with ‘on-link’ Sample Link-Local Address

devices fe80::211:d8ff:fe39:292b

*|Pv6 routers must not forward
link-local packets




Global Unicast Interface ID (lID)

* |ID is for an interface
* |[ID must be unique
* [ID: standard is 64 bits

)

Network Prefix

...... Subnet ID Interface ID

Global Unicast Address
2001:5¢0: 8fff:fffe::1



Stateless Autoconfiguration

—
I
*Stateless autoconfiguration (SLAAC) = = =
Node
* Link-local and global unicast address <+<—— MacAddress
00-11-22-344
* How? l/

..... (%
* Use MAC address of adapter (Original) soonooarzzssas O

T
: 1
* Talk with connected IPv6 router ‘lRouilJ

Network Prefix
+> 2001

* Join multicast groups
Example on Windows PC: result of IPConfig

Ethernet adapter Local Area Connection:
Description : Realtek Family Fast Ethernet
NIC

Physical Address : 00-11-D8-39-29-2B
Autoconfiguration Enabled . : Yes

IP Address : fe80::211:d8ff:fe39:292b%4



Link-Local Address Generate

. =
Link-Local Address |
»TCP/IP stack -
»FES80.... Node Assigned
l/ 00-11-22-344 Token
Link-Local Address Uniqueness Fe80::211:221f:fe33:44
»Duplicate Address Detection (DAD) I

»|ICMPv6 Neighbor Solicitation message
»|ICMPv6 Neighbor Advertisement

—
[
= =
Node

00-11-22-344




Generate Global Unicast Address

Global unicast
»Communicate over internet '|
T

» Other side of local router

I Node Link local address
»Have IPv6-enabled router? 001122344  Fe80:211:22ff:fe33:44
»|CMPvV6 Router Advertisement /
Router Solicitation messages !

Router advertisement
Use stateless

Autoconfiguration
A

Router solicitation
What should | do?

”
f

Router 1
| ]

> Hop 1




Global Unicast Assighed

Global unicast address

» Network prefix ',
» Device identifier (11D) =F
Node Global Unicast Address
00-11-22-344 2001::211:22ff:fe33:44

SLAAC advantages:

> Easy to manage \
»No DHCP server required
»Mobile / sensors

Router advertisement
Network prefix: 2001

g ‘.
{

Server addresses Router %

Hop 1




The Interface ID is the Issue

»Interface ID (1ID): based on the link-layer (MAC) address
» EUI-64 format: OUI field + FFFE + Serial Number

Example on Windows PC: result of IPConfig

Ethernet adapter Local Area Connection:
Description : Realtek Family Fast Ethernet NIC
Physical Address : 00-11-D8-39-29-2B
Autoconfiguration Enabled . : Yes

IP Address : fe80::211:d8ff:fe39:292b%4




Why not use MAC based IID?

»“Since the resulting Interface Identifiers are
constant across networks, the resulting IPv6
addresses can be leveraged to track and correlate
the activity of a host across multiple networks
(e.g., track and correlate the activities of a typical
client connecting to the public Internet from
different locations), thus negatively affecting the
privacy of users.” [RFC7217]

»This means: you can tell what device is going to
what web site.



Specific Address Patterns

»“The IPv6 addresses of all hosts manufactured by the same vendor (within a
given time frame) will likely contain the same IEEE Organizationally Unique
|dentifier (OUI) in the Interface Identifier” [RFC7217]

> So attacker in network can do scans easier.

Example on Windows PC: result of IPConfig Sample OUls

Ethernet adapter Local Area Connection: SISO (R SOEETE
D ivtion : Realtek Familv F Eth NIC F4-BD-9E (hex) Cisco
escription : Realtek Family Fast Ethernet 40-55-82 (hex) Nokia

Physical Address: -39-29-2B
Autoconfiguration Enabled?: Yes
IP Address: fe80::2 ff:fe39:292b%4

http://standards-oui.ieee.org/oui/oui.txt




Device Specific Attacks

“Embedding the underlying hardware address in the Interface Identifier
leaks device-specific information that could be leveraged to launch device-
specific attacks.” [RFC7217]

»You can get a pretty good idea from the hardware address what kind of
device it is.

»0n my home network, if the OUl is for HP, then probably it is my printer.
»If the OUl is for Apple, it may be my daughter’s iPhone.



IPv6 Privacy Addresses

New Address
10:00 am: 2001::2

10:01 am: 2001::3

10:02 am: 2001::4

(g
2001::1
Com =

»Anonymous addressing
»Change address frequently
»How to diagnose problems?

» Implementation differences

RFC4941 “Privacy Extensions for Stateless Address Autoconfiguration in IPv6”



Network Management

»But, you have to be able to do network management!

> If addresses change all the time, how do you do that?

“In a variety of scenarios, addresses that remain stable for the lifetime
of a host's connection to a single subnet are viewed as desirable. For
example, stable addresses may be viewed as beneficial for network
management, event logging, enforcement of access control, provision of
quality of service, or for server or router interfaces. Similarly, stable
addresses (as opposed to temporary addresses [RFC4941]) allow for
long-lived TCP connections and are also usually desirable when
performing server-like functions (i.e., receiving incoming connections).”
[RFC8064: Recommandation on Stable IPv6 Interface Identifiers]



RFC8064

Gotta love it!

“This document changes the recommended default Interface
|dentifier (1ID) generation scheme for cases where Stateless
Address Autoconfiguration (SLAAC) is used to generate a
stable IPv6 address. It recommends using the mechanism
specified in RFC 7217 in such cases, and recommends against
embedding stable link-layer addresses in IPv6 IIDs. It formally
updates RFC 2464, RFC 2467, RFC 2470, RFC2491, RFC 2492,
RFC 2497, RFC 2590, RFC 3146, RFC 3572, RFC 4291, RFC4338,
RFC 4391, RFC 5072, and RFC 5121. This document does not
change any existing recommendations concerning the use of
temporary addresses as specified in RFC 4941.”



Stateless Autoconfig on Windows

¢« Shortcut to cmd

- [D

:\UlHDOUS\systen32)ipconf ig

lindows IP Conf iguration

thernet

adapter Local Area Connection: Windows XP - no IPV6|
Comnect (remember those days!)
fddy .

SO .

______ .t 199 . IPconfig : shows interfaces /
R - LT addresses

Only IPv4
IPv6 install starts SLAAC

Of course, now IPv6 is
preconfigured




After IPv6 Installed Successfully

e Shortcut to cmd

\WINDOWS\system32>ipconfig

indows IP Configuration

thernet adapter Local Area Connection:

Connection-g

New addresses —new
interfaces
pecific DNS Suffix . -
IP Address. ..o : . ol
Subnet Mask . C e e e el s 255,255 255.9
IP Address . 5 . i

o fe80::211 -
Default Gatenay

Only link-local addresses
. déff:fe39:292hz5
e U192 1650

No IPv6 router

* Media dis
Teredq Tunneling Ps

oeud0~lnte»
10n=g i .

g nen1f1c DNS Sufflx

Default Gateuay : cL

Unne ] ad

SLAAC assigned addresses
Connectegq

face:

Tunneling automatically
- created
: :; feSB::5445:5245:444f2

Ny PSeudo

Aptey ﬂllt(]m

Cnnn : - .
[P nf\f{fm'j SPecif i,
Defmdt iy

:\HINDONS\G

Y

atie Tunneli ~Int f
€rface:
: DNg Suffix
ateuay R i .
. eB@::S :
i, S ePe-192.168.1.181

“2




IPConfig with Global Unicast Addresses

G~ WIMDOWE~system32 >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. . . .
Subnet Mask . .
IP Address. . .
IP Address. . .
IP Address. . .
Default Gateway

192 .168.1.108 Global unicast

255 .955 255 _@ ‘2001...
JAP1 484 FF££ :cP12:5d8c - c?F 1 6d5 11847

2001 =4840 FEFF=cB12:211 :d8FF:-Fe32:292h
FeBPB::211:d8ff:fed?:292hx5

192 _168.41 .4
felf@A:-::214:-hfff:=feha:-45f9:5 Used tO get
Teredo and

Tunneling
Media State . . . . . . . . . . . & HMedia disconnected addresses

Ethernet adapter Local Area Connection 2:

Tunnel adapter Teredo Tunneling Pseudo—-Interface:

Connection—specific DNS Suffix .
IP Address. o oo o 254 4w d ow w1 feBA:-:5445 5245 - 444f x4
Default Gatewawy . . . . . . . - .

Tunnel adapter Antomatic Tunneling Pseudo—-Interface:
Connection—specific DNS Suffix .

IP Address. . . . . - . . . . : feBA::5efe:192_168.1._1868:x2
Default Gatewaw . . . . . . . H




thernet adapter Ethernet:

fic DNS Suffix
net adapter Npcap Loopback Adapter

Connection-specific DNS Suffix
Link-local IPv6e Address ,

IPvd Address.
Subnet Masl

ic DNS Suffix
lireless LAN adapter Local Area Connect

Media State I e
Connection-specific DNS Suffix

Connection-specific DNS Suffix
IPvb Address.

IPv6 Address.

Temporary IPvE A

Link-local IPve A

IPv4 Address.

Subnet Mask

Default Gateway

ion* 1
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Today’s
world

Npcap
(loopback for
Wireshark)

No ethernet

Using WiFi to
go to
Internet

Dual stacked




What is ICMPv6?

*Used by the Internet Protocol (IP)
*Used by SLAAC
*ICMPv4 == > ICMPv6 -- Many changes!

*|CMP has:
» Error messages

» Informational messages

Some important error messages

eDestination unreachable
ePacket too big

eTime exceeded
eParameter problem

Some important informational messages:
eEcho request/reply
e Multicasting messages
eGroup membership query, report, done
eNeighbor discovery
eRouter solicitation and advertisement
*Neighbor solicitation and advertisement

eRedirect




ICMPvV6 Informational Messages

128
129
130
131
132
133
134
135
136
137
138
139
140

Type Name

Echo Request

Echo Reply

Multicast Listener Query
Multicast Listener Report
Multicast Listener Done
Router Solicitation
Router Advertisement
Neighbor Solicitation
Neighbor Advertisement
Redirect Message

Router Renumbering

ICMP Node Info. Query

ICMP Node Info. Response

141
142
143
144
145
146
147
148
149
150
151
152
153

Inverse Neighbor Discovery Solicitation Message
Inverse Neighbor Discovery Advertisement Message
Version 2 Multicast Listener Report
Home Agent Address Discovery Request Message
Home Agent Address Discovery Reply Message
Mobile Prefix Solicitation
Mobile Prefix Advertisement
Certification Path Solicitation
Certification Path Advertisement
Experimental mobility protocols
Multicast Router Advertisement
Multicast Router Solicitation

Multicast Router Termination




Neighbor Discovery

>

1. This is who | am
Atlanta

2. Tell me about you 7

G

» Neighbor Discovery (ND) replaces ARP
»RFC4861: Neighbor Discovery for IP version 6 (IPv6)

> Used in SLAAC | h
—> |__Router |
» Five ICMPv6 message types: = = —
3. Thisis who | am
1. Router Advertisement IHostl —_— =Host2
2. Router Solicitation - o
3. Neighbor Advertisement 4. Tell me about you
4.  Neighbor Solicitation 1 1
] Host 1 € || HOSt 2
5. Redirect = =
—_— —_—\

5. 1 know a better way

% 2
S h‘m%
Des Moines Atlanta




Neighbor Discovery

¥0. - Time Source Destination Protocol  Info
23 13.642801 :: ff02::1:ff39:292b ICMPv6 Multicast 1istener report
24 13.642826 :: ffpg::z ICMPv6 Router solicitation

29 13.642847 :: TT02::1:1TT39:292b ICMPv6 Neilghbor solicitation

31 17.642731 fe80::211:d8ff:fe39:292b ff02::2 ICMPV6 Router solicitation

46 21.642662 fe80::211:d8ff:fe39:292b ff02::2 ICMPv6 Router solicitation

47 22.642644 feB0::211:d8ff:fe39:292b ff02::1:ff39:292b ICMPv6 Multicast Tistener report

] Frame 25 (78 bytes on wire, 78 bytes captured)

i Ethernet II, Src: AsustekC_39:29:2b (00:11:d8:39:29:2b), Dst: IPv6-Neighbor-Discovery ff:39:29:2b
pestination: IPv6-Neighbor-Discovery ff:39:29:2b (33:33:ff:39:29:2h)
source: AsustekC_39:29:2b (00:11:d8:39:29:2b)

Type: IPv6 (0x86dd)

; Internet Protocol version 6
version: 6
Traffic class: 0x00
Flowlabel: 0x00000
Payload length: 24
Next header: ICMPv6 (0x3a)

Hop Tlimit: 255
Source address: ::
pDestination address: ff02::1:ff39:292b

i Internet Control Message Protocol vé
Type: 135 (Neighbor solicitation)

Code: 0
Checksum: 0x504d [correct]
Target: fe80::211:d8ff:fe39:292b




Neighbor and Discovery

*What is a neighbor? /r\

*What is discovery? [ ] C ]
» Address resolution, \
»Parameter communication, ,
»autoconfiguration, ==
»local network connectivity, Local Network

»routing and
»configuration.

/ What network prefix should | use?

What MTU?

How do | do autoconfiguration?

Are you using the address that |
want to use?

| |

Muncie



Router Advertisement (RA)

» Router Advertisement important for SLAAC.

»Sent at intervals

»Unsolicited RA sent to FF02 ::1

» Receiving hosts update configuration

»RA also responds to Router Solicitation (RS)
»Solicited RA sent to address of RS sender

.| Advertisement

Time: 11:15am

To: ff02::1
Router Solicitation

11:08 am

Haven’t heard from
you in a while.




Router Advertisement Contents

Router advertisements contain:

»Stateless / stateful (DHCPv6)
» Network prefix

» Default router

»Hop limit

»MTU

| |

Muncie

Router Advertisement
Time: 10:45am
To: ff02::1

eUse AutoConfiguration

eStatelss

eNetwork Prefix: 2001:: /64
e| am default router

eFor 200 seconds

eHop limit: 126

*MTU: 4096




Mo, - Timne Source Destination Protocal | Info
tTedd::214: g 243 e ICMPwWE advertisement

F Frame 1 (110 bwtes on wire, 110 bytes captured)
= Ethernet II, Src: 152.165.1.1 (00:14:bf:ba:45:f90, Dst: IPvE-Meighbor-Discovery_00:00:00:01 (33:33:00:00:00:01)
pestination: IPva-Meighbor-Discovery (Q0:00:00:01 (33:33:00:00:00:017
Source: 1%92.1658.1.1 (00:14:bf:ba:45:F5)
Type: IPvE (Ox36dd)
= Internet Protocol wersion &
version: &
Traffic class: 0x00
FlowlaheT: 0x00000
Payload length: 56
Mext header: ICMPwE (Ox3a)
Hop Timit: 255
Ssource address: feB0::214 :bfff:feba:45f5
Cestination address: ffo02::1
= Internet Control Message Protocol wé
Type: 134 (Router advertisement)

Code: 0O
Checksum: Oxecdd [correct] i
cur hop Timit: &4 _ Router Advertisement Packet
= Flags: Ox00
O... .... = NOTt managed Source address
0. = Not other Destination address
.00 L... = MOT Home Agent
...0 0... = Router preference: Medium ICMP type
Router 1ifetime: 1800 A
Reachable time: 0O HOp limit
Retrans time: 0 Prefix |ength
= ICMPvE options

Type: 3 (Prefix information) Prefix
Length: 32 bytes (47

Prefix length: @4 _
= Flags: 0OxcO

1... = onlink
Silinis = AUTO
0. ... = Mot router address
] = Mot site prefix

valid Tifetime: Ox00278d00

Preferred Tifetime: Ox000%3a80

Prefix: 2001:4840:FFff:c0lz2:214 :bfff:febat4sfo
CMPvE options

Type: 1 (Source Tink-layer address)
Length: 8 bytes (1)
Link-Tayer address: 00:14:bf:bha:45:f9



Router Solicitation (RS)

»Sent during SLAAC

» Immediate response
needed

»Sent 3 times total if no
response

Router Solicitation
| need an address.

Please send a router
advertisement

]
Muncie




Router Solicitation Packet

% Frame 2206 (70 bytes on wire, 70 bytes captured

- Ethernet II, src: 192.168.1.100 (00:11:dB:39:29:2h)
Destination: IPv6-Neighbor-Discovery_00:00:00:02 I
Source: 192,168,1.100 (00:11:d8:39:28:2b)
Type: IPvE (Ox86dd)

- Internet Protocol version 6
Version: 6
Traffic class: 0x00 Router Solicitation Packet
Flowlabel: 0x00000
Payload length: 16 .

Source address
Mext header: ICMPvE (0x3a)

: e Destination address
Hop Timit: 255
source address: fe80::211:d8ff:fe39:292h — * ICMPvV6 type

pestination address: ff0z2;::2
2 Internet Control Message Protocol v

Type: 133 (Router solicitation)

Code: 0

Checksum: 0x7842 [correct]

= ICWMPvE options

Type: 1 (Source Tink-layer address)
Length: B bytes (1)
Link-layer address: 00:11:d8:39:29:2b




Neighbor Advertisement (NA)

Neighbor Advertisements sent:

)
Muncie

»In response to Neighbor Solicitation

Neighbor Advertisement

»Or if own NIC changes To: fe80::1:2:3:4

My link-local address is:
fe80::5:6:7:8

» Contains link-layer address



Neighbor Advertisement Packet

Mo, - Time Source Destination Proktocal | Info

6 9.865886 feBl: i 2ff:8cff:Telo: 3578 2001 :5¢0:8FFF :Fffe IoMPve Neighbor solicitation
S B, BE5H9] EGBl:ScG:ETTT:TTTe::EtSE tesd: 2T i8cttitel ICMPvEG Melgnioor acvertisement

# Frame 7 (86 bytes on wire, 86 bytes captured)
+ Ethernet II, src: 00:fFfF:8d:10:39:76 (00:ff:8d:10:39:760, Dst: 00:ff:8c:10:39:76 (Q0:ff:8c:10:39:76)
= Internet Protocol version 6
version: 6
Traffic class: 0x00
Flowlahel: Qx00000
Payload length: 32
Next header: ICMPYE (Ox3a)

Hop 1imit: 255 * ICMP type 136
Source address: 2001:5c0:8Fff:Ffffe::3f52
4]

Destination address: feB0::z2ff:8cff:felo:so7
= Internet Control Message Protocol wé

Type: 136 (MNeighbor advertisement)
Code: 0
Checksum: Oxbdf3 [correct]

= Flags:

Neighbor Advertisement

e e e e e ee eeee eeee aeee wewe = =0ldcited

MOt router
Target: 2001:5c0:8FfFF:fffe: 3152
= ICMPvE options

Type: 2 (Target Tink-layer address)
Length: 8 bytes (1)
Link-Tayer address: 00:ff:8d:10:39:76a

Wot override




Neighbor Solicitation (NS)

» Neighbor Solicitations request information I

» Neighbor Advertisement response

Neighbor Solicitation

»Sent during SLAAC (DAD) To: ff02::1

Are you using:

» Sent to verify reachability fe80::1:2:3:4?




Neighbor Solicitation Packet

Frame 25 (78 bytes on wire, 78 bytes captured)

Ethernet II, Src: AsustekC_39:29:2b (00:11:d8:39:25:2b), Dst: IPvG-Neic
pestination: IPve-Neighbor-Discovery ff:39:29:2b (33:33:Ff:39:29:2b)
source: Asustekc_39:20:2b (00:11:d8:39:20:2h)

Type: IPvo (OxBodd)

= Internet Protocol Versioh 6

version: &
Traffic class: Ox00

Flowlabel: Ox00000

Payload length: 24

Next header: ICMPvE (Ox3a)

Hop Timit: 255

Source address: &

pestination address: 02::1:7739:292b

= Internet Control Message Protocol vé

Type: 135 (Neighbor solicitation)

Code: 0

Checksum: 0x504d [correct]
Target: feso: :zu:daff:fesg:zgzh.

i &




NS Packet (Reachability)

Mo, - Tirne SolrCe Destination
' t8cttitell:ss

Protacol  Info

7 9.865895 2DD1:5CG:Efff.fffe..3f52 feED L 2FF ! chf fel ICMPUE Newghbur advert1sement

# Frame & (86 bytes on wire, 86 bytes captured)

# Ethernet II, Src: 00:FF:8c:10:39:76 (00:FF:8c:10:39:76), Dst: 00:fFf:8cd:10:39:76 (00:fFf:8c:10:39:74°
= Internet Protocol version &

varsion: 6 Neighbor Solicitation Packet
Traffic class: Ox00
Flaowlahel: 0x00000 To a specific unicast address.

Payload length: 32

MNext header: ICMPvE (Ox3a)

Hop Timit: 255

Source address: feB0::2ff:8cff:Tell:35976

Destination address: 2001:5c0:8FFf:FfFfe: 3152
= Internet Control Message Protaocol vé

Type: 135 (Meighbor solicitation)
Code: 0

Checksum: 0x00fd [correct]
Target: 200L1:5c0:8Fff:fffe: 352
= ICMPvE options

Type: 1 (source Tink-Tayer address)
Length: 8 bytes (1)
Link-Tlayer address: 00:ff:8c:10:30:76




Multicast Groups

» Multicast: frequently used |
> All-nodes R [y S| (S

L\ ¥ I, 2\ L\

» All-routers
» All-OSPF-routers

-] o o (-]
2\ L\ 2\ 2\

>Dynamic membership
| -

] o -]
L\ 2\ L\ L\

Multicast group at 2:00 pm

L

» Multicast Listener Discovery
(MLD) protocol used




Multicast Listener Discovery

»RFC2710: Multicast Listener

Discovery (MLD) for IPv6 II
I— e I_
— | —
»RFC3590: Source Address Selection = 2

for the Multicast Listener Discovery

(MLD) Protocol Multicast

Listener Query

»RFC3810: Multicast Listener Multicast Listener
Discovery Version 2 (MLDv2) for IPv6 Report
S

Muncie



MLD Message Types

MLD message type Description

Multicast Listener Query General Query, used to learn which
multicast addresses have listeners on an
attached link. Multicast-Address-Specific
Query, used to learn if a particular
multicast address has any listeners on an
attached link.

Multicast Listener Report Sent by a host when it joins a multicast
group, or in response to a Multicast
Listener Query sent by a router.

Multicast Listener Done Sent by a host when it leaves a host
group and might be the last member of
that group on the network segment.




Multicast Listener Report

Mo, - Time Source Destination Prokacol | Infa

156593 da.130840 ot P ICMPwE MU : 1stener repart

=+

Frame 1693 (86 bytes on wire, 86 bytes captured)
Ethernet II, Src: 1%2.168.1.1 (00:14:bf:ba:45:F5%), Dst: IPvE-Neighbor-Discovery_00:00:00:02
Destination: IPvE-Neighbor-Discovery_00:00:00:02 (33:33:00:00:00:02)
Source: 192.168.1.1 (00:14:bf:ha:d45:f%)
Type: IPvE (0x86dd)
= Internet Protocol wversion 6
versiaon: 6
Traffic class: 0xQ0
Flowlabel: 0x00000
Payload Tength: 32
Mext header: IPvE hop-by-hop option (Ox00)
Hop Timit: 1
source address: :: _
Destination address: ffoz2::2
Hop-by-hop option Header
Next header: ICMPwE (0x3a)
Length: O (8 bytes)
Router alert: MLD (4 bytes)
PadM: 2 bytes
= Internet Control Message Protocol wé
Type: 131 (Multicast Tistener report)
Code: 0
Checksum: 0x7ea3 [correct]
Maximum response delay: 0
Multicast address: ffoz::2
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Router Advertisements
for DNS (RDNSS)

RFC8106: IPv6 Router Advertisement Options for DNS Configuration

»This document specifies IPv6 Router Advertisement (RA) options (called
"DNS RA options") to allow IPv6 routers to advertise a list of DNS Recursive
Server Addresses and a DNS Search List to IPv6 hosts.

»Why do we need this? (From RFC8106)

»“It is infeasible to manually configure nomadic hosts each time they
connect to a different network. While a one-time static configuration is
possible, it is generally not desirable on general-purpose hosts such as
laptops. For instance, locally defined namespaces would not be available to
the host if it were to run its own recursive name server directly connected

to the global DNS.”



RDNSS: Why?

»From RFC8106: “Itis infeasible to manually configure nomadic hosts
each time they connect to a different network. While a one-time static
configuration is possible, it is generally not desirable on general-
purpose hosts such as laptops. For instance, locally defined
namespaces would not be available to the host if it were to run its own
recursive name server directly connected to the global DNS.”

»What does this mean?

»If you are at Starbucks with your laptop, you don’t want to have to
reconfigure so that you can do a google search.

> If you just used one of the big global DNS servers like 1.1.1.1 or 6.6.6.6
and you are inside your company, you wouldn’t have your company
resources (DNS names) available to you



Why in RA?

»From RFC8106: “The DNS information can also be provided through DHCPv6
[RFC3315] [RFC3736] [RFC3646]. However, access to DNS is a fundamental
requirement for almost all hosts, so IPv6 SLAAC cannot stand on its own as an
alternative deployment model in any practical network without any support for
DNS configuration.”

»What does this mean?
»You could get DNS information using DHCPv6.

»But, if you ONLY have DHCPv6, then you would force networks to run DHCPv6.
So, you have to provide another way.

»You can use both DHCPv6 AND RDNSS (take a look at RFC8106)



IPv6-Only Networks

> From RFC8106: “These issues are not pressing in dual-
stack networks as long as a DNS server is available on the
IPv4 side, but they become more critical with the
deployment of IPv6-only networks. As a result, this
document defines a mechanism based on DNS RA options
to allow IPv6 hosts to perform automatic DNS
configuration.”

»What does this mean?

»You are OK as long as you still have IPv4 DNS but once you
go to IPv6-only, then what are you going to do?



Recursive DNS Server Option

No. Time Source Destination Protocol Info

2..1922.. fe80: :a5b:eff:feal:835e ££A2:: 1 ICMPv6 Router Ad

> Frame 21933: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface 30
> Ethernet II, Src: Fortinet_al:83:5e (©8:5b:0@e:al:83:5e), Dst: IPvébmcast 01 (33:33:00:00:00:01)
> Internet Protocol Version 6, Src: fe80::aSb:eff:feal:835e, Dst: ff02::1
v Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: @
Checksum: ©xal42 [correct] Router Advertisement
[Checksum Status: Good] -
Cur hop limit: ©
> Flags: ©x00, Prf (Default Router Preference): Medium
Router lifetime (s): 1800
Reachable time (ms): ©
Retrans timer (ms): ©
> ICMPv6 Option (Prefix information : 2001:470:1f0b:16bo::/64)
v ICMPv6 Option (Recursive DNS Server 2606:4700:4700::1111 2620:fe::fe)
Type: Recursive DNS Server (25)
Length: 5 (40 bytes)
Reserved
Lifetime: 120
Recursive DNS Servers: 2606:4700:4700::1111
Recursive DNS Servers: 2620:fe::fe
> ICMPv6 Option (DNS Search List Option weberlab.de)
> ICMPv6 Option (MTU : 1500)
> ICMPv6 Option (Source link-layer address : ©8:5b:@e:al:83:5e)

To show DNS servers



No. Time Source Destination Protocol Info

2..1922.. fe80: :a5b:eff:feal:835e ff02::1 ICMPvE Router Advert

- Frame 21933: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) ol
- Ethernet II, Src: Fortinet al:83:5e (©8:5b:@e:al:83:5e), Dst: IPvbmcast 01 (.
- Internet Protocol Version 6, Src: fe80::abb:eff:feal:835e, Dst: ff02::1
v Internet Control Message Protocol v6
Type: Router Advertisement (134) «
Code: © .
Checksum: ©xal42 [correct] Router Advertisement
[Checksum Status: Good]
Cur hop limit: ©
» Flags: ©x0@, Prf (Default Router Preference): Medium
Router lifetime (s): 1800
Reachable time (ms): ©
Retrans timer (ms): ©
ICMPv6 Option (Prefix information : 2001:470:1f@b:16b0::/64)
v ICMPv6 Option (Recursive DNS Server 2606:4700:4700::1111 2620:fe::fe)
Type: Recursive DNS Server (25)
Length: 5 (4@ bytes)
Reserved
Lifetime: 120
Recursive DNS Servers: 2606:4700:4700::1111 «
Recursive DNS Servers: 2620:fe::fe
ICMPv6 Option (DNS Search List Option weberlab.de)
ICMPv6 Option (MTU : 1500)
ICMPv6 Option (Source link-layer address : ©8:5b:@e:al:83:5e)

To show DNS servers




No. Time Source Destination Protocol Info

2..1922.. fe80: :a5b:eff:feal:835e ftB2::1 ICMPv6 Router Advertisement

- Frame 21933: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interf
Ethernet II, Src: Fortinet al:83:5e (©8:5b:0e:al:83:5e), Dst: IPvbmcast 01 (33:33:00
Internet Protocol Version 6, Src: fe8@::abb:eff:feal:835e, Dst: ff02::1

v Internet Control Message Protocol v6

Type: Router Advertisement (134)
Code: ©
Checksum: @xald2 [correct]
[Checksum Status: Good]
Cur hop limit: ©
> Flags: @x@0, Prf (Default Router Preference): Medium
Router lifetime (s): 1800
Reachable time (ms): @
Retrans timer (ms): ©
» ICMPv6 Option (Prefix information : 2001:470:1f@b:16b0::/64)
» ICMPv6 Option (Recursive DNS Server 2606:4700:4700::1111 2620:fe::fe)
v ICMPv6 Option (DNS Search List Option weberlab.de)

Type: DNS Search List Option (31) DNS Search List
LEngths 3 (24, Dytes) The list of DNS suffix domain
Reserved

i names used by IPv6 hosts
Lifetime: 120

Domain Names: weberlab.de

when they perform DNS query
Padding searches for short, unqualified

» ICMPv6 Option (MTU : 1500) domain names.
 ICMPv6 Option (Source link-layer address : ©8:5b:@e:al:83:5e)




What can go wrong?

»RFC8106 “For the RDNSS option, an attacker could send an RA with a
fraudulent RDNSS address, misleading IPv6 hosts into contacting an
unintended DNS server for DNS name resolution. Also, for the DNSSL
option, an attacker can let IPv6 hosts resolve a hostname without a DNS
suffix into an unintended host's IP address with a fraudulent DNSSL.
These attacks are similar to ND attacks specified in [RFC4861] that use
Redirect or Neighbor Advertisement messages to redirect traffic to
individual addresses of malicious parties.”

»What does this mean?

»Someone could spoof a bad DNS name or address and send you to the
wrong place. (But this can happen with regular DNS also.)



Summary

» Stateless autoconfiguration has benefits
»Creating an IPv6 address automatically is complicated

»Neighbor Discovery and Multicast Listener Discovery
are very important to understand



Classes

*Introduction to IPv6 : Feb 4,2021 v~ *DHCPvV6: June 3, 2021
*Lab: IPv6 basics : Feb 11,2021 v~ -Lab: DHCPv6: June 10, 2021

*Neighbor Discovery: March 4, 2021 v *IPv6 and Cloud: June 17, 2021

*Lab: Neighbor Discovery: March 18, *Lab: IPv6 and Cloud: June 24, 2021

2021
IPv6 Address Planning: April 8, 2021 gr(l)t;ciduction to IPv6 Security July 8,
*Lab: IPv6 Address Planning: April 15, .

2021 The next sessions are sponsored by

s : a generous grant from ARIN.
*IPv6 Transition Mechanisms: May 6, 8 us g m

2021 *Trace Reading: August 12, 2021
*Lab: IPv6 Transition Mechanisms: -Troubleshooting: August 19, 2021
May 13, 2021 ’




Next Steps

= Will publicize initial results of discussions with
enterprises and universities

" Initial discussions with folks signed up in Call for
Participation

= Stay tuned!

" |[ETF is next week. You can attend remotely.



Contact:

nalini.elkins@insidethestack.com

president@industrynetcouncil.org

More webinars at:

industrynetcouncil.org



