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Vision

Multi-year project: IPv6 deployment at enterprises.

Collaboration with American Registry for Internet
Numbers (ARIN)

= Provide training,
" Analysis of security and application conversion,

"Help enterprises plan their IPv6 deployment.



Classes

*Introduction to IPv6 : Feb 4,2021 v~ *DHCPvV6: June 3, 2021
*Lab: IPv6 basics : Feb 11, 2021 v~ Lab: DHCPv6: June 10, 2021
*Neighbor Discovery: March 4, 20217 ‘IPv6 and Cloud: June 17. 2021

.15812)1 Neighbor Discovery: March 18~ *Lab: IPv6 and Cloud: June 24, 2021

-IPv6 Address Planning: April 8, 2021,  ‘'Introduction to IPv6 Security July 8,

2021
-Lab: IPv6 Address Planning: April 15,v" .
2021 The next sessions are sponsored by

.. : a generous grant from ARIN.
*IPv6 Transition Mechanisms: May 6, v

2021 *Trace Reading: August 12, 2021
*Lab: IPv6 Transition Mechanisms: -Troubleshooting: August 19, 2021
May 13, 2021




Mike Ackermann

*Michael Ackermann is the Lead Network Engineer of the
System Management and Monitoring Team, at Blue Cross
Blue Shield of Michigan.

"He is responsible for all aspects of planning, engineering,
deployment and administration for all enterprise wide
Management, Monitoring and Diagnostic activities.

=Mike also serves as a chief architect for all Plan related IT
issues. He has been a member of the BluesNet and
Network Advisory Group committees since their inception
and has served as committee and subcommittee chair on
numerous occasions. Mike has also been a member of
several advisory boards and is currently active in the IETF
and INTC.




Agenda

* We are really (finally) going to deploy IPv6!
* Challenges of Coexisting with IPv4

* Coexistence Use Cases & Solutions

* Conclusions

* Questions & Comments



So,
we have finally
decided to deploy |Pv6!

OMG



How do we supportall that we
have today?

Deploy IP6...

And coexist with |IPv4?




What will be different?
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Top Challenges of Coexistence

= Technical expertise & experience in both
protocols

= Management of dual stack networks &
devices

= Providing security in dual stack
environments

= Added complexity and overhead

= Many more addresses and routes



Other Challenges of Coexistence

= Maintaining or improving performance.
= Minimizing impact on production

Remember, IPv4 and IPv6 cannot directly communicate!

» How to decide the best coexistence technologies &
methods?

» Depends on the situation and use cases.

We will show “LIVE” related examples & commands



Transition Technologies for Coexistence

= Tunneling

= Dual-stack

= NAT44

= NAT64/DNS64
= 464xlat

= |Pv6-Only

= Dual-stack Lite
= MAP-T / MAP-E
= CGN



Transition Technologies for Coexistence

= How do you determine which one(s) to
use?

= Very “use case” and situation
dependent

So ...

= Let’s model a few in our lab



| AR Three

IPv4 — IPv6
Coexistence

Use Cases

All case examples/commands are performed on a
Windows host. Similar issues and commands, for
Linux and other OS platforms.

Best to perform related analysis, determination and
testing in Lab(s)!




Host Use Cases

= Case #1: Hosts need to have sessions with clients
& servers that are IPv4 or IPv6 or both.

= Use dual stack

= Case #2: IPv6 only hosts that need to have
sessions with IPv4 only servers.

= Use NAT64/DNS64



Security Use Case

»Not all challenges will be at the IP
layer.

»With all these addresses, sessions
and complexity, our networks and
endpoints will be even more
dependent upon effective Security
policies and implementations.



Use Case #3 : Security

Case #3: Need to assure security on
platforms that include both IPv4 and IPv6
and use firewalls

= What are some FW functions and
changes to be considered?

= What commands and definitions can
accomplish this?



Case #1 — Dual Stack

Case #1: Host(s) need to have sessions with clients and servers that are IPv4 or
IPv6 or both.

1.  Show source host is dual stack .........ccoeuvveeee.nn. ipconfig

2. Attempt Chrome session to ipv6 or DS server............ Google.com
3. Show active sessions ........cccueeeneee. netstat —an | findstr EST

4. Kill Chrome. Sessions gone .............. netstat —an | findstr EST

5. Locate IPv4 only server ......ceevvvnveveenen. nslookup wiki.com

6. Attempt IE session with ipv4 server....... wiki.com

7. Show active sessions ................ netstat —an | findstr 66.96



Case #2 — NAT64

Case #2: IPv6 only host needs to have sessions with server(s) that
are IPv4 only.

1. Make or show host is dual stack .................. WIN-GUI, ipconfig /all

2. Show wiki.com is V4 only................... nslookup wiki.com

3.  Attempt IE web session to V4 only server .............. wiki.com

4. Turn off IPv4 on host.......cccceveevvveeecneen. WIN- GUI

5. Show host is now single stack ..................... ipconfig

6.  Show bad DNS status ........ccccvvevveeruennnne. ipconfig /all

7.  Attempt IE Web session to wiki.com ................ site can’t be
reached!

What do we do? .......c.cceeerueneeee NAT64/DNS64 to the

rescue!




Case #2 — NAT64 (Part 2)

Case #2: IPv6 only host needs to have sessions
with server(s) that are IPv4 only.

What do we do? .......ccceeeeeuenee.. NAT64/DNS64
to the rescue!

= Install TREX DNS64 - 2001:67¢:2b0::6
................................. WIN -GUI

= Show “Good” DNS status .......cccccceeerernnnenee,
ipconfig /all

= Attempt IE web session to wiki.com



Case #3 — Firewall Functions

Case #3: Firewall Security is even more critical and
more complex in a dual protocol environment.
What are some issues that should be addressed ?

= Lots and Lots of rules. Assume at least double of
existing IPv4 rules. Also, some new and unique IPv6

rules.

1. Show number of current rules .................... Netsh
advfirewall firewall show rule name=all | find /c “Rule
Name:”

2. Show currentrules ....ccouveenn..... Netsh advfirewall

firewall show rule name=all | findstr /I “Rule Name:”



Case #3 — Firewall Naming Conventions

= Establish a naming convention to better manage rules.

= E.G. Leave IPv4 rule “as is” and add “IPv6” to new V6
rules.

1. Show custom IPv6 rules ................. Netsh advfirewall
firewall show rule name=all | findstr /i “ipv6”

2. Show all IPv6 rules ................. Netsh advfirewall firewall
show rule name=all | findstr /i “v6”

= Above includes “core” IPv6 rules



Case #3 — Firewall: IPv6 Ranges

Be aware of IPv6 blocks, prefix assignments & ranges and their
potential impact.

» Some ISP’s may assign a block or range of addresses, which
may change from session to session or day to day. Or a node
may be assigned a prefix. Or address may change.

» Show range rule ........... Netsh advfirewall firewall show rule
name=neiphoneipvéx

= remoteip=2601:642:c202:1111::0000-
2601:642:c202:11 11 ffff .t FH1f:FFFf




Case #3 — Firewall: Remote / Local IPs

» Most rules use remote IP addresses to control and
limit sessions.

» For rules that need to use local IP address(s), be
aware of |IP address types that can change.

= SLAAC
= DHCP ranges
= Security / Privacy Address
= Other
= These situations are more difficult to code rules for.

= Particularly on servers (good reason for static
addresses on servers).



Case #3 - Firewall: Core Rules

» What are “core” networking rules?

» Usually part of the platform, OS or Product. (not added
by you)

» Example:RA ................. Netsh advfirewall firewall show rule
name=netsh advfirewall firewall show rule name="Core
Networking - Router Advertisement (ICMPv6-In)"

» What is this Rule attempting to enforce ?

» Only Allow Router Advertisements from IP Addresses on
the local link (LLA’s).

» All the above was on Win CLI. There isa Win FW GUI



Conclusions

= Transition steps, technologies and methods need to be planned
and tested.

= |Pv4 is not going away anytime soon. Managing coexistence is an
essential success factor.

= The best transition technologies and methods will be dependent
upon use cases.

= A couple were covered today, many more exist, as well as
extended detail on those addressed. (but understand what your
use cases will be).

= |Pv6 considerations for security platforms (ex. firewalls, IDS /
IPS, etc), need to be well understood & implemented in effective
and manageable ways.



Related Information

= For more related information please review
IETF Drafts:

= draft-Imhp-v6ops-transition-comparison-
00 - Pros and Cons of IPv6 Transition
Technologies for IPv4aas (ietf.org)

= draft-vf-veops-ipve-deployment-02 - IPv6
Deployment Status (ietf.org)

= View documents in vbops WG at IETF
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