Show Good Handshake Analysis
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Source:
1921651 10582015
Dest 6555 .195.250:443

234

Handz=hake from client IP addrezs1 92 16581 108 pod: 201 & to zerver
IP address 6555 195 250 port: 443 completed properly.

The Client Hello was sent at 20053-1001 11: 3245 4251390,
The nex packet expected iz the ServarHello.
AserverHellowas sent st 2005-10-01 11:32:45 620035,
The Cipher Suite used iz TLS_RSA_WITH_RC4_125_MDS
(IR

The nex packet expected iz from the zerver and itiz a
Server Cerificate.

A =erver Cerificate was sent at: 2003-10-01

113245 620055.

Thiz indicates that agreement was reached betvween the
dient and server on the Cipher Suite,

The Server Cedificate may be sent in multiple packets.

The nexd packet expected iz from the server and itiz a
Server Done packet.

A =erver Done wwas sent at; 20051001 11:32:45 20055,
The Server Cedificate has heen completely sent.

The nexd packet expected iz from the cliert and it iz a Client
ey Exchange.

A Cliert ey Exchange was sent &t 20081 001
113245 EM 022

The nex packet expected iz from the cliert and it iz a Client
Cipher Spec.

A Cliert Cipher Spec was zent at. 2005-10-01

11: 3245 62 022 Thizindicates complete acceptance of the
Server Cetificate.

The nexd packet expected iz fom the server and itiz a
Server Cipher Spec,

A Server Cipher Specwas s2nt at; 20051001
11:32:45.723598 Thizindicates completion of & successful
ZEL handshake.

The nexd packet expected iz the stadt of application data
i




Timing Analysis

® Thetime between the TCP handshake andthe Client Hello
was 0 zeconds, O millizeconds, 372 microsecond s,

® Atime oflezsthan 100 millizecondzis generally not a
problem .

& Thetime betweenthe Client Hello and Server Hello was: 0
zeconds, 194 millizeconds, 895 microseconds.

o Atime gresterthan 1 00 millizecond s may indicate g proklem
at the Server.

® Thetime between the Server Hello and Server Done was: O
zeconds, O millizeconds, 0 microzeconds. Thiz is the time to
tranzter the Server Cedificate.

® Atime oflessthan 100 millizecondzis generally not a
problem . Ifthe time iz 0, then the ServerHello, Zerwer
Cedificate and Zerver Done were sent inthe same packet.

& Thetime between the Server Dane and Client Key
Exchange wasz: 0 seconds, 0 milizeconds, 937
microseconds. Thiz iz the time to validate the Server
Cedificate and create the Client Key.

® Atime oflezsthan 100 millizecondzis generally not a
proklem.

® Thetime betweenthe Client Change Cipher Spec and
=erver Change Cipher Spec was 0 s2conds, 102
millizeconds, 877 microseconds. This iz the time to validate
the Server Cedificate and create the Client Key.

& Atime gresterthan 100 millizecond s may indicate a proklem
at the Server.

® Thetotal time for the S50 handshake was 0 s2conds, 293
millizeconds, 709 micgosecond s.




