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What is Secure Sockets Layer (SSL) and why do we need it?

What are certificates and why do we need them?
* Public Key Infrastructure (PKI)
« Asymmetric / symmetric algorithms
 Certificate authorities

Where are certificates used?

How are certificates used in SSL?
« Server only certificates
o Server and client certificates
e Server and client certificates in XML
 Performance issues

How can we control this whole nightmare?



SSL Applications

To implement SSL, the application program
must use special SSL socket calls.

As far as the TCP stack is concerned, SSL
IS Just a TCP application. Itis transparent to
the stack.

Languages such as C/C++ or Java provide
application programming interfaces that
interface with the sockets APIs for the
platform (z/OS, Windows, Unix) to allow
applications to establish secure sockets
communications.

SSL is available for TCP applications only.
UDP, ICMP or other higher level protocols
are not supported.

SSL Socket Library:
TCP Only




SSL Packet Encryption

. SSL protects the TCP packet data. The IP header and TCP header are sent
unencrypted. The IP header includes the IP addresses. The TCP header includes
the port numbers and important error and flow control parameters.

. One of the benefits of using SSL is that if you do a packet trace, you will be able to
see the above header, which means that you can see what application is being
used. Some protocols such as IPSec encrypt the whole packet.

- Time Source Destination Praotocol  Info
259 1a7.343038 a6, 218.70.70 1S92.168.1.101 SSLwvs App'l"l-:at"luh Data

Frame 258 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: asustekC_39:259:2bh (00:11:d8:359:2%:2b), Dst: LinksysG_ed:ae:3
Internet Protocol, Src: 192.168.1.101 (19%2.168.1.1010, Dst: 6§.218.70.70 (46§,

Transmission Control Protocol, Src Port: 2259 (225%9), Dst Port: https (4433,
Source port: 2259 (2259)
Destination port: https (443)
sequence number: 588 (relative segquence number])
Acknow]ledgement number: 3825 (relative ack number)
Header length: 20 bytes




How Does SSL Work?

Public /
. Usually, SSL uses two keys to encrypt Private Keys HTTPS

da::ja — a public key knO\évn tg everyonle
and a private or secret key known only to = = —
the recipient of the message. ( (L/N Port 443 =

. All known browsers support SSL, and
many Web sites use the protocol to obtain
confidential user information, such as
credit card numbers.

. By convention, URLSs that require an SSL
connection start with https: instead of \
http.. 3}\—

\J Dallas

S

. An SSL-protected HTTP transfer uses port
443 instead of HTTP's normal port 80.
Ports for SSL for TN3270 or FTP are

assigned by the user.




What is Secure Sockets Layer?

. Secure Sockets Layer (SSL) is a widely used protocol
first developed by Netscape for transmitting private « Are you really
documents via the Internet. my partner?
» Shall we talk I .
. The main functions of SSL are: in code? —

—  Server authentication
—  Data privacy and integrity
—  Optional client authentication via digital certificate

. Multiple versions of SSL exist: SSL V2.0 and SSL V3.0. / Detroit

. The SSL protocol became the Internet standard \
Transport Layer Security (TLS) described in RFC 2246 =
and updated in RFC 3546. 5\
e Dallas
. TLS V1.0 is the latest version of the secure sockets

layer protocol.

. There are slight differences between SSL 3.0 and TLS —
1.0, but the protocol remains substantially the same.




Why Security?

Today, we have vast
communications networks (Internet,
Digital (GSM), cell phones,
Automatic Teller Machines (ATM) ) Intruder/
offering instant ‘secure’ Eavesdroppar
communication. ;

 The future of Electronic Commerce
and, in fact, the electronic world,
rests on secure digital
communication.

Router 2
Internet CHICAGO

« Unfortunately, so does the success
of terrorists, drug rings, people
smugglers, child porn, organized
crime, spy rings, and ‘cyber crime’. T AL .

fUL WA

Router 3
~ BALTIMORE 8

Secure

Server



Cryptography

= My Credit

Certificates fall into the area of

Cryptography. L4 Card
. I d Client

You can think of Cryptography as the Ea\::sr:;r:,:;er

art of keeping secrets.

In computer systems, what we want to |

do is transmit data from one point to — .

another in a way that snoopers can't | I |

see what we are sending ==y N
Router 1 Router 2
DETROIT Internet CHICAGO

Easier said than done!

Two of the major components of .

Cryptography are: 4 A f

— Encryption and CrEIN et

BALTIMORE 9

— Decryption

Secure
Server



Key Based Algorithms

* Most modern algorithms are key- Encryption Key: TIGER
based.

Encrypted Message:

* A key-based algorithm uses an
encryption key to encrypt the
message. This means that the
encrypted message is generated
using not only the message, but also
using a 'key":

Scr qul wdjj gmkr mus
smkmppmw

Decryption Key: TIGER
e The receiver can then use a

decryption key to decrypt the Decrypted Message:
message. Again, this means that the _
decryption algorithm doesn't rely only The sun will come out
on the encrypted message. It also tomorrow
needs a 'key'.
 Some algorithms use the same key to : )
encrypt gnd decrypt, and some do
not. ??7???

Decryption Key: TIGERS



Asymmetric Algorithms

* Algorithms which use the same key are are called . .
symmetric algorithms. Encryption Key: TIGER

«  Secure systems also use asymmetric algorithms, Encrypted Message:
where a different key is used to encrypt and decrypt
the message.

Scr qul wdjj gmkr mus

*  Public-key algorithms are the most commonly used smkmppmw
type of asymmetric algorithms.

* In public-key cryptography, the two keys are called
the private key and the public key Decryption Key: TIGER

* Private key: This key must be know only by its

owner. Decrypted Message:

«  Public key: This key is known to everyone (it is The sun will come out
public) tomorrow

* Relation between both keys: What one key
encrypts, the other one decrypts, and vice versa.

That means that if the sender encrypts something . .
with a public key, the receiver needs his private key Public Key: FLOWER

to decrypt the message. 2?7?77
Private Key:TIGERS



Key Generation

Private Key Public Key

Private Key Public Key =,
Generator —F-@/\,ﬂ—r Generator 4’{{ 1 ——nt
Computationally Simple _d Computationally Simple - !

Public Key Private Key
Public Key

P .
O Rl ~O—m

In public-key systems, it is relatively easy to compute the public key from the private key, but
very hard to compute the private key from the public key (which is the one everyone knows).

In fact, some algorithms need several months (and even years) of constant computation to
obtain the private key from the public key.

The public key algorithm most often used is called the RSA algorithm which was invented in
1978 by Ron Rivest, Adi Shamir, and Leonard Adleman.

These algorithms rely on the hard to invert functions of factoring prime numbers and modulus.



What you want
is a function
which is hard to
undo.

That is, if you
give me a
number, | can
compute the
result easily.
But if | give you
just the result,
you can't tell
me the original
number very
easily.

Easy to Invert
Function 1:

You give me 2
| give you 4.
You give me 5.
| give you 10.
You give me 9.
| give you 18.

Now, to invert it, if | give
you 22, you can quite
easily tell me the
answer. (11)!

Hard to Invert Functions

Hard to Invert

Function 2:

You give me 2

| give you 1.

You give me 5.

| give you 2.

You give me 56.

| give you 35.

Now, if | give you 3, it is not so easy to see the
pattern. | am using the modulus or remainder
function.

Answers to above:

1. Start with 707 / 2 remainder =1

2. Start with 707 / 5 remainder = 2

Many possibilities for a number which will give

a remainder of 3 when divided into 707.




Factoring Prime Numbers

A prime number (or a prime) has exactly two distinct divisors: 1 and
itself.

 The smallest twenty-five prime numbers (all the prime numbers under 100)
are:
2,3,5,7,11, 13,17, 19, 23, 29, 31, 37, 41, 43, 47, 53, 59, 61, 67, 71, 73,
79, 83,89, 97

* Prime factorization is a list of all the prime-number factors of a given
number.

 The prime factorization does not include 1, but does include every copy of
every prime factor. For instance, the prime factorization of 8 is 2x2x2, not
just "2". Yes, 2 is the only factor, but you need three copies of it to multiply
back to 8, so the prime factorization includes all three copies



Example of RSA

P =61 <- first prime number (destroy this after computing E and D)

Q = 53 <- second prime number (destroy this after computing E and D)
PQ = 3233 <- modulus (give this to others)

E = 17 <- public exponent (give this to others)

D = 2753 <- private exponent (keep this secret!)

Your public key is (E,PQ).
Your private key is D.

The encryption function is: encrypt(T) = (T"E) mod PQ = (T"17) mod 3233
The decryption function is: decrypt(C) = (C*"D) mod PQ = (C*2753) mod 3233

To encrypt the plaintext value 123, do this: encrypt(123) = (123"17) mod 3233 =
337587917446653715596592958817679803 mod 3233 = 855

To decrypt the ciphertext value 855, do this: decrypt(855) = (855"2753) mod 3233 = 123



Cracking RSA?

A challenge was placed in Martin Gardner’s column in 1977 in Scientific
American in which the readers were invited to factor

C=114,381,625,757,888,867,669,235,779,97/6,146,612,010,218,296,721,24
2,362,562,561,842,935,706,935,245,733,89/,830,597,123,563,958, 705,
058,989,075,147,599,290,026,879,543,541

into its two prime number factors and the encryption key = 9007
The first solver was to win one hundred dollars.

This was solved 17 years later in April 26, 1994, cracked by an international
effort via the internet with the use of 600 volunteers, workstations,
mainframes, and supercomputers. They attacked the number above for
eight months before finding its factors.

The RSA algorithm is seen as safe.

Today, the numbers used for ¢ are much larger.



Pros and Cons of PKI

In public-key systems, there is no need
to agree on a common key for both the
sender and the receiver.

Publishing the public key in no way
compromises the secure transmission.

If the private key is kept secret, no one
but the receiver will be able to decrypt
the messages encrypted with the
corresponding public key.

Public-key systems can guarantee
integrity and authentication, not only
privacy.

The main disadvantage of public-key
systems is that they are not as fast as
symmetric algorithms

Public Key:
1577986559..

Private Key:
———| 975495802592...




Elliptic Curve Cryptography

MERCURY

IUFITER
MEFTUNE

FLUTO

Thanks to Johannes Kepler, we know
that the planets move in an elliptic orbit
with the sun at one focus.

One of the advances in
cryptography is called
Elliptic Curve
Cryptography.

In theory, elliptic-curve
cryptography can use
smaller keys and is more
efficient than other public-
key methods.

With more and more
devices requiring secure
communications, speed
and size matter.

18



Why Digital Certificates?

PKI does guarantee the authenticity
to an extent.

But this only means that whoever
sent the message has the private key
corresponding to the public key we
used to decrypt the digital signature.

How can we be sure that this public
key really belongs to the sender?

Maybe it is just someone
Impersonating the sender.

When you want to be absolutely sure
about a user's identity, you use a
digital certificate.

Secure

|
1 |
I |
I
V| =
I | B

Router 1
DETROIT 1Internet

lMy Public Key: Lionl‘ ~~~~~~~~~~~~~~~ -

My Public Key: Tiger|

Intruder/
Eavesdropper

=

19

Server



Digital Certificates

* A digital certificate is a digital
document that certifies that a |, Certificate Authority X¥Z | do hereby certify that
certain public key is owned by a _Borja Sotomayor_is who he/she claims to be and
particular user. This document is
signed by a third party called the
certificate authority (or CA).

that his/her public key is _47E51AIEFIC_

Certidicate Authority XY

CA's Signature

e Of course, the certificate is
encoded in a digital format.

« The important thing to remember
IS that the certificate is signed by . . 0
a third party (the certificate « The signature is actua!ly a digital signature
authority) which does not itself generated with the CA's private key.

take place in the secure _ ; _
conversation. « Therefore, we can verify the integrity of the
certificate using the CA's public key.

20



Certificate Authorities

Now, how can you frust the
certificate? To be more exact, how
can you trust the CA that signs the
certificate.

Believe it or not, there are no fancy
algorithms to decide when a CA is
trustworthy... you must decide by
yourself whether you trust or don't
trust a CA.

This means that the public-key
system you use will generally have
a list of 'trusted CAs', which includes
the digital certificates of those CAs
you will trust (each of these
certificates, in turn, include the CA's
public key, so you can verify digital
signatures).

You have to decide.

|, LCertificate Authority XYZ  do hereby certify that

that his/her public key I1s _43ES1AIEFIC

Bogus Certificate Authority

Intruder/
Eavesdropper

21




Well-Known Certificate Authorities

« Some CAs are so well known that they are included by default in many public-key systems
(for example, web browsers usually include VeriSign and GlobalSign certificates, because
many websites use certificates issued by those companies to authenticate themselves to
web browsers).

« Of course, you can add other CAs to the 'trusted list'.

« For example, if your department sets up a CA, and you trust that the department's CA will
only issue certificates to trustworthy people, then you could add it to the list.

Verisign Secured Seal
Program

f Learn more >= U= Hol =
‘ Veisign . W i W GlobalSign

/q-’ﬁ

A CYBERTRUST COMPAMY

Products & Services Solutions About VeriSign

CERTIFICATION
AUTHERITIES

L/_

Buy Now
BUY ss| Certificates

VeriSign innovators at work.

oy WEBTRUST *WTH
PROGRAM FOR CERTIFICATION AUTHORITIES
VERSION L0




X.509 Certificate Format

The format in which digital certificates are encoded is called the X.509
certificate format.

An X.509 certificate is a plain text file which includes a lot of information in
a very specific syntax.

The four most important things we can find in an X.509 certificate:

— Subject: This is the 'name’ of the user. It is encoded as a distinguished name
(the format for distinguished names will be explained next)

— Subject's public key: This includes not only the key itself, but information such
as the algorithm used to generate the public key.

— lIssuer's Subject: CA's distinguished name.

— Digital signature: The certificate includes a digital signature of all the
information in the certificate. This digital signature is generated using the CA's
private key. To verify the digital signature, we need the CA's public key (which
can be found in the CA's certificate).

23



Certificates Expiring

* One of the biggest problems with certificates Is
that they are only valid for a certain amount of
time.

 If a certificate expires, the connection will fail.

24



SSL Packet and Flow

A typical SSL packet may contain

—  SSL flags indicating the type of information transported - the type of SSL
message.

—  Cryptographic integrity checking (typically using the MD5 or SHA-1 algorithm).
—  Encrypted data (typically using the RC2, RC4, DES, or Triple DES algorithms).

An SSL connection begins with a handshake which uses asymmetric (public key)
cryptography.

The handshake is followed by a data transfer phase, also called the SSL record
protocol, which uses symmetric cryptography.

SSL Packet

Source Address : Port SSL || Integrity Encrypted
Dest Address  : Port Flag § Checking jj Data




SSL Handshake

. An SSL connection begins with a handshake. As the name suggests, the

handshake entails the initial setup. During the handshake, an exchange of
information occurs that includes the following:

Authentication of the server.
Decision on how the data is to be encrypted.
Optionally, the authentication of the client.

When the session begins, the client must know the public key of the server.

No encryption is in use initially, so both parties (and any eavesdropper) can
read this key, but the client can now transmit information to the server in a
way that no one else could decode.



Packets in SSL Handshake

Server Certificate

— Client Hello

Server Hello
Server Certificate
Server Hello Done G

Client

Client Key Exchange

Change Cipher Spec
a4 Client Finished

Change Cipher Spec
Server Finished S

o a Application Data Flow



SSL Protocol Exchanges

1. The client connects to the
server indicating that it wants
to perform SSL. Contains

sessionID. Server agrees
("server hello"). Handshake
begins.

2. The client and server agree on
a common symmetric algorithm
to be used for the data transfer
that follows the handshake.
Both have a list of possible
algorithms in the order of
preference

Client Hello
M

Server Hello

Agree on how to do data

M

transfer encryption




SSL Protocol Exchanges

3. The server provides its public
key in its certificate to the

client-this is also called server Server authentication
authentication, and is a 3. S —— L
required step of the SSL =
handshake.

4. The client verifies the integrity _ N
of the server's certificate Verify server certificate
Depending on the client 4. —— — —
design, if this certificate is not =

available, the client may ask
the end user to agree to either
pursue the communication or
to abort it.



SSL Protocol Exchanges

The client now has the server's
public key and uses it to
encrypt a random number,
which is then sent to the
server.

The server retrieves the value
of this random number using
its private key. The decryption
of the secret random number
using the server's private key
can cost a great deal of
computing resource during the
SSL handshake.

Client encryption
M
“Challenge”

Server decryption

M




SSL Protocol Exchanges

7. At this point only the client and

server know this secret random Close handshake
number (the pre master secret), 7. | | M
which can then be used to = —

generate the keys to encrypt
and decrypt the data, using the
symmetric algorithm previously
selected. The client and the
server then close the
handshake phase.

8. The data transfer phase (also 8. Syt handshake
called SSL record protocol) — L

begins.




Packets in SSL Handshake

Server and Client Certificates

— Client Hello
Server Hello

Server Certificate

Server Key Exchange —
Client Certificate Request =
= Server Hello Done

Client Certificate
o Client Key Exchange

Certificate Verify

Change Cipher Spec

Client Finished

Change Cipher Spec <
Server Finished

L « Application Data



SL Hello Packet

ZB00 00020004 |...X....vvveenwe Ol 00 F+a....

(LRFLE YWD WA " s s oEomosoEoaow " s = oEomomoEoEew

55LV3 Record Layer

e e g 1 - - S
Content type = Handshake Protocol (22)
. § _ o -
Jerzion = 3.0
e = DO
Length 53
A L T B R e B = e A =,
01000031 0300488b12ck022203e83e2fd3cabkiTlakbdealsfecealode330eTlebf30e0kbad4e20000
=] ] = 1 - 1 sk - W=7 13
Handshake Protocol : Client Hello(l)
Length @ 49
Verzion :3.0
;aw—i;—\.ﬂ- .
Random :
N o o s mmmm e e
gmt unix time : Saturday, 26 July 2008 05:00:11

REandom Bytes : 822203e83e2fd3caskiTlebdealsfetealcde3d3lelebi30elbddall
Session ID Length : O
Ses=zion ID :

Cipher Suites Length : 10
Cipher Suites : 5
Cipher Suite read in : 4

Cipher Suite : TLS5 R34 WITH RC4 122 MDS (Ox04)
Cipher Suite read in : 10

Cipher Suite : OxOn)
Cipher Suite read in : 29

Cipher Suite : TLS5 RS54 WITH DE5S CBC 5HA (0x09)
Cipher Suite read in : &

Cipher Suite : TL5 R34 EXPORT WITH RCZ CBC 40 MDS (0x06)
Cipher Suite read in : 3
Cipher Suite : TL5 R34 EXPORT WITH RC4 40 MDS (0x03)

Compression Methods Length @ 1
Compression Methods @ 1

Conpression Metho : mall (0)



Mo, - 1 Source Destination Proktocal | Infa

249 1 66, 218.70.70 192,168.1.101 55Lv3  Server Hello, © cate, Sery o _Done

RE =

Frame 24% (907 bytes on wire, 907 bytes captured)
Ethernet II, Src: LinksysG_ed:ae:33 (00:06:25:e4:a0:33]), Dst: AsustekC_309:20:2h (00:11:d8:39:20:72
Internet Protocol, src: 66,.218.70.70 (66.2158.70.700, Dst: 192.1658.1.101 (1%2.168.1.101)
Transmission Control Protocol, Src Port: https 4430, Dst Port: 2259 (225%9), sSeq: 1, ack: 79, Len
Secure Socket Layer
# S5Lw3 Record Layer: Handshake Protocol: serwver Hellao
= S5Lv3 Record Layer: Handshake pProtocol: Certificate
Content Type: Handshake (220
version: SsL 3.0 {0x03000

Length: 760 Server Certificate:
= Handshake protocol: Certificate .
Handshake Type: Certificate (11) ShO\.N.S detall_s of
Length: 736 certificate, signature,
certificates Length: 753 . -
= Certificates (753 bhytes) issuer. Shown using
Certificate Length: 750 i
= Certificate: 30820253A0030201020203054FD5300D06092A864886F70 the ereShark Trace
= signedcertificate Analyzer.

version: w3 (2]
serialMumber: 348117
= =ignature
algorithm Id: 1.2.840.113549,.1.1.5 (shawithrRsaEnCryption)
= issuer: rdnseguence (00
= rdnseguence: 3 ftems
F Item: 1 item
B Item: 1 item

= Item: 1 dtem

= Item

Id: 2.53.4.11 (id-at-organizationalunithame)
Directorystring: Equifax Secure Certificate authority

validity

subject: rdnsequence (0

subjectPublickeyInfo

extensions: 5 1tems

# algorithmIdentifier

Padding: ©

oancrrwuntacd s ARENIFLENC2A rRA REGC O ACE 2Ol ACCCRICCRENT RREMA A

BHEE B



Handshake Analysis

Handshake from client IP address:10.146.12.31 port: 4604 to
server IP address 123.36.125.6 port: 23024 did not complete
properly.

+ The Client Hello was sent at 2010-01-13
12:06:43.993334.

+ The next packet expected is the Server Hello.

+ A Server Hello was sent at: 2010-01-13
12:06:43.995621.

s+ The Cipher Suite used is:
TLS RSA_WITH_3DES_EDE_CBC_SHA (Dx0A).

+ The next packet expected is from the server and it is a
Server Certificate.

s+ A Server Certificate was sent at: 2010-01-13
12:06:43.995621.

+ This indicates that agreement was reached between the
client and server on the Cipher Suite.

+ The Server Certificate may be sent in multiple packets.

s+ The next packet expected is from the server and it is a
Server Done packet.

+ No Server Done packet was sent.

s The Server Certificate may not have been completely sent.
There may be a problem at the server.

M SSL

J PROBLEM FINDER
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Frame 314: 2284 bytes on wire (18272 bits), 2284 bytes captured (18272 bits)

L Es
Linux cooked capture
Internet Protocol version 4, src: 64,.81,53.91 (64,81.53.5910, Dst: &4.81.53.91 (64,581,553
Transmizsion Control Protocol, Src Port: 32941 (325410, Dst Port: 8721 (8721), sSeq: 155
I=TA
I=TA Message, urn:jxta:uuid-59616261646162014A787401503250350E2EAEEDEL4C4 91 DAlIESAGSBECT
Signature: jxmg
[Source: urn:jxta:uuid-559616261646162014A787461503250336E2EAEEDEL4C4S1DAlIESARSEECCOLS
[Destination: urn:jxta:uuid-59616261646162614A787461503250338884595DF95BF4ELYBCBCEAGS 4
version: O
Mames Count: 1
Mames Table Mame: jxtatls
Element Count: &
[H IxTA Message Element "1"
signature: jxel
Mamespace ID: 2 (]
# Flags: Ox0l

00 F FH FH F

Elepe » applicationsx-jxta-tls-block
M ement Content Length: 1355
# secure sSockets Layer
= TLswl Record Layer: Handshake Protocol: multiple Handshake messages
Content Type: Handshake (220
version: TLS 1.0 (0x0301)
Length: 1350
Hand=shake Protocol: Serwver Hello
Handshake Protocol: Certificate
Hand=shake Tywpe: Certificate (11)
Length: 1062
Certificates Length: 105%
H Certificates (1059 bytes)
andshake Protocol: Certificate Reguest
# Harshake Protocol: Serwver Hello Done

0




[ LS I = I LR LN | I ey I LA oL aaia I [ SIS S]] I L=irgena I FAR S

314 224.486772 urn:jxtaiugid-598laZ2elurn:jxta:uuid-59616262 JxTA 2284 server Hello, Ce

5
I=TA
F IxTA Mezsage, Urn:jxta:uuid-59016261646162614A787461503250330E2EAEEDELAC491DAlIESABSRBECCONGES
Signature: jxmg
[Source: urn:jxta:uuid-596162616460162614A787461503250336E2EAEEDEL4C4 91 DAlESABSESECCOS9E403]
[Destination: urn:jxta:uuid-59616261646162614A78746150325033888405DF95BF4ELTBCECEASSADSSDC
version: 0
Mames Count: 1
Mames Table Mame: jxtatls
Element Count: 4
= 1xTA Message Element "1
Signature: jxel
Mamespace ID: 2 (jxtatls)
H Flags: oOx0l
Element Mame: 1
Element Type: application/x-jxta-tls-hlock
Element Content Length: 1355
= Secure Sockets Layer
= TLavw1l Record Layer: Handshake protocol: Multiple Handshake Messages
Content Type: Handshake 220
version: TLS 1.0 (0x0301
Length: 1390
# Handshake Protocol: serwver Hello
= Handshake pProtocol: Certificate
Handshake Type: Certificate (11)
Length: 1062
Certificates Length: 1059
= Certificates (1059 bytes)
Certificate Length: 525
# Certificate (id-at-organizationalUnitMame=7FF318813563C245%056A5, id-at-commontames=
Certificate Length: 528
# Certificate (id-at-organizationalUnitMame=28EEEZG00ASDA4EBEE9EF , id-at-Ccommonkames=
# Handshake Protocol: Certificate Request




314 224486772 urn:jxtasuuid-598le2elurn:jxtaiuuid-59616262 1xTA 2284 =

K

Handshake Tywpe: Certificate (11)
Length: 1062
Certificates Length: 1059
F Certificates (1059 bytes)
Certificate Length: 525
= Certificate (id-at-organizationalunithame=7F318813563C249059BA5,10

= =ignedCertificate
vearsioan: wia EE) SGFVGF(RHTHkEﬂe
serjalnumber: 1 expiration dates
F zignature (shawithRSAENCrypLion)
F dissuer: rdnsegquence (00
= wa a1ty
 notBefore: utcTime (00 Format is:
UtcTime: 05-06-09 03:02:26 (UTC)
F notafter: utcTime (00 YY-MM-DD
UtcTime: 15-06-0% 03:02:26
H subject: rdnsequence Q)
F subjectPublickeyInfo
FH algorithmIdentifier (shawithRSAENCryption)
Padding: 0
encrypted: 6Zalefend0z7ccd2c0di8s1000c479]l3F8a72055%0bC1hbrdds. ..
Certificate Length: 528
= Certificate (id-at-organizationalunithame=28EEEZ600A3DA4BEE0EF, 10
= =ignedCertificate
version: w3 (2]
zerialrumber: 1
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Yo, |Thne SDurce |Desﬁnamnn Prntncnl‘-ILength |InFD
=TT — —par—— s L C W

318 224.543552 wurn:jxta:uuid-559616267urn: jxtaiuuid- 5961626‘JKTA 2094 Cert1f1cate C11ent Key E:

o T T S T B | [l BN o
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Frame s1ld: f094 Dytes on wire (lbss? bIts), J0494 bytes captured (less: bI1ts)
Linux cooked capture
Internet Protocol wersion 4, src: &4,.81.53.91 (84.81.53.910, Dst: &4.81.53.%91 (A4.81.53.591)
Transmission Control Protocol, Src Port: 8721 (8721), Dst Port: 32941 (329413, Seq: 91207, ack: 16181
IxThA
I=TA Message, urn:jxta:uuid-59616261646162614A78746150325033888495DF95BF4EL7BCEBCEAGIADIBDCESOS > Urn
Signature: jxmg
[Source: urn:jxtaruuid-59616261646162614A787461503250338588405DF95EF4E

[Destination: urn:jxta:uuid-55616261646162614A7874615032503536E2EAEEDS
version: O

Mames Count: 1
Mames Tahle Mame: jxtatls
Element Count: 4
= IxTA Message Element "2°
Signature: jxel
Mamespace ID: 2 (jxtatls)
H Flags: 0x(0l1
Element Mame: 2
Element Type: applicationx-jxta-tls-block

O F FEHMEH

F Secure Sockets Layer
= TLswl Record Layer: Handshake Protocol: mMultiple Handshake Messages
Content Type: Handshake 220
version: TLS 1.0 (0x0301)
Length: 1200
= Handshake protocol: Certificate
Handshake Type: Certificate (11)
Length: 1062
Certificates Length: 1055
#H Certificates (1059 bytes)
= Handshake protocol: Client Key Exchange
Handshake Twpe: Client kKey Exchange (16)
Length 13D
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What are the problems?

 What are the measurement problems?
— What metrics do we collect?
— How?
— Where?

e Can’t do without secure protocols!
« Certificates are being used in more and more places.
 Problems:

— Complexity

— Certificates are everywhere!
— Centralized monitoring (easy to say!)



It will only get worse!




e Case Study #1

 SSL Application
Concurrent Sessions




Problem Using SSL

e Large 4-year public university has a problem using
a mainframe TCP application using Secure
Sockets Layer (SSL).

« At times when students registered for a dormitory
room using their CICS web-enabled application,
the CICS region became ‘hung’ and had to be
restarted.

e Students were also unable to use the application
and many calls were received at the Help Desk.



Staging Use of Application

« Application allowed students to select
residence hall, roommate, meal plan and other
related matters.

« Application was available for one week out of
the year.

« Tried to stage the use of the application by
having honors students and Seniors sign up
the first day, Juniors, the following day etc.

« Application worked fine until the last day when
students with poor grades, freshmen, and all
others were allowed in.

 Then, chaos erupted.



Application Architecture

hittpiimyuniversity.comicgi'securehousing.html

e Student logs on to a web page such as:
http://myuniversity.com/cgi/securehousing.html.

« Web page is actually a CGI script running under the HTTP Web server on the
mainframe.

 Port used was port 443 for secure sockets.
» CGl script initiated a connection to CICS to get data and pass it back.



SSL Security Directives

We looked at the SSL security directives in the HTTP WebServer. They had
coded the SSL Cipher Specs to go from highest strength to lowest. We found
some documentation for another web server that led us to believe that this
may make the SSL handshake longer.

SSLCipherSpec directive

# Specify the methods of encryption that an SSL connection will support. Each

# encoded cipher specification is tested in the order specified for

# compatibility with the requester. If the requester supports a method specified
# here, an SSL connection can be established. If not, the connection is refused.
SSLCipherSpec 39

SSLCipherSpec 27

SSLCipherSpec 21

SSLCipherSpec 23

SSLCipherSpec 26

SSLCipherSpec 22

SSLCipherSpec 24

SSLCipherSpec 3A




#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

SSLCipherSpec <code># where <code> is one of:

Code

21
22
23
24
26
27

SSL Cipher Specs

Meaning

RC4
RC4
RC2
RC2
DES

(128 bit)
(40 bit)
(128 bit)
(40 bit)
(56 bit)

Triple DES (192 bit)

Meaning

RC4
RC4
RC4
RC2
DES

MD5 (128 bit)
MD5 (128 bit)
SHA (128 bit)
MD5 (40 bit)
SHA (56 bit)

Note

*

Triple DES SHA (192 bit) *

Strength

(weaker)

I
\%

(stronger)

Strength

(weaker)

I
\%

(stronger)

SSL V2:

* Note: Not
supported in
versions
available
outside
North
America.




SSL Strength

« Set SSL Cipher Specs to go from lowest strength to highest instead of
highest strength to lowest.

« SSLCipherSpec 21
« SSLCipherSpec 22
o SSLCipherSpec 23
« SSLCipherSpec 24
o SSLCipherSpec 33
o SSLCipherSpec 35 etc

« This fixed the problem a great deal.

e Should SSL be done in the Cryptography hardware?



