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Connecting the World

SSL Problem Finder

Secure Sockets Layer (SSL) is being widely implemented to protect TCP application traffic. How
can you diagnose problems with this security protocol? If the connection setup and negotiation
cause poor response time, can you tell? If the connection doesn’t establish, can you tell what
went wrong? How long does it take for you to find these kind of problems?

Why SSL Problem Finder?

You can use the Early Warning System to:
o Diagnose SSL handshake problems,

o Assess performance implications,

o View certificates used,

o View certificate authorities used,

o View expired or bad certificates,

o View encryption algorithm used, and

o Do it lots faster than you could do it manually!

Reading and understanding a TCP/IP packet trace is difficult,

even for diagnosticians with many years of experience. What
if we could ‘See’ the trace flow in visual symbols? Finding a
problem on the network is a matter of pattern analysis. Where
does the good pattern fail? Is a bad pattern established?

Use the Visual Diagnostic Language (VDL) feature of SSL
Problem Finder to quickly spot SSL problems.
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