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Inside Products
• Products

– Inside the Stack
– Early Warning System
– TCP Problem Finder
– TCP Response Time Monitor
– Availability Checker
– Application Checker
– EE Problem Finder
– Trace Agent
– SSL Problem Finder
– Connection Log

– First quarter 2011
– IPv6 Problem Finder
– XML Problem Finder 

• Consulting
– Network Health Check
– EE Health Check
– IPv6 Migration Services 

• Classes
• TCP Tuning and Performance 
• TCP Trace Analysis and 

Diagnostics
• Security (IPSec, SSL)
• IPv6 (Addressing, Migration)
• EE Analysis



TCP Problem Finder 

The product for the serious
diagnostician : TCP Problem 
Finder allows you to:

– Quickly find problems in 
diagnostic traces - which can 
consist of thousands or hundreds 
of thousands of packets

– See the exact flow in a 
connection, from a high level 
overview to the details .



758 HOST1     PACKET   00000001 07:50:10.150761 Packet Trace
To Interface      : GBE1             Device: QDIO Ethernet    Full=60
Tod Clock        : 2009/12/03 07:50:10.150761
Sequence #       : 0                Flags: Pkt Ver2 Out
Source Port      : 5023             Dest Port: 3886  Asid: 0066 TCB: 00000000
IpHeader: Version : 4                Header Length: 20
Tos : 00               QOS: Routine Normal Service
Packet Length    : 60               ID Number: F585
Fragment         :                  Offset: 0
TTL              : 64               Protocol: TCP            CheckSum: E4BA 
Source           : xxx.194.129.241
Destination      : xxx.194.129.5

TCP
Source Port      : 5023  ()         Destination Port: 3886  ()
Sequence Number  : 1441719441       Ack Number: 3392023215
Header Length    : 40               Flags: Ack Syn
Window Size      : 65535            CheckSum: 4AD2 FFFF     Urgent Data: 0000
Option          : Max Seg Size Len: 4 MSS: 1460
Option          : NOP
Option          : Window Scale OPT Len: 3 Shift: 0
Option          : NOP
Option          : NOP
Option          : Timestamp        Len: 10 Value: DA182CA7 Echo: DA182CA6

Typical trace packet.   It is hard for even 
experienced analysts to find problems .



Viewing TN3270 DataWhat Happened?

• TCP Problem Finder will tell you what kind of 
errors were found in the trace and how many 
time.



Viewing TN3270 DataWhere Did It Happen?

• Next, you probably want to know where exactly 
the problems were.



Viewing TN3270 DataSession Details

• You may want to analyze exactly what happened 
in the session.

• From the TCP open to data transmission to the 
close is analyzed for problems.



Viewing TN3270 DataView Data as 3270 Screen

• Diagnostics can be much easier if you can see 
the screen the way the user saw it. 



TCP Response Time Monitor

Critical application used over the Internet was experiencing intermittent response time 
problems. Unclear if the problem is in the network, the z/OS host, the application or Linux. 
Here is how TCP Response Time Monitor allowed the customer to solve the problem.



Response Time Breakout

 Customer was not able to solve problem for 2 months.  With TCP Response Time 
Monitor, they solved it in 2 days.

 See above a sample trace analyzed by the TCP Response Time Monitor product.  

 Found that z/OS mainframe times were quite long at times when people were 
experiencing problems.

 Network time, which included the zLinux, is negligible.



EE Problem Finder

Some of the things we want to know:
– Are we sending packets 

unnecessarily?
– Do we have routing loops?
– If we have such data, what kind 

and how do we do something 
about it?

Notice in the statistics:
• Fairly low percentage 

of productive packets
• Low number of RTP 

pipes with productive 
packets

• Many ARB flow 
packets



• Enterprise Extender uses HPR/RTP 
within IP/UDP.

• To find problem, we have to decode 
multiple headers.

• Inside some of the headers are indicators 
of congestion or problems 

• RTP will retransmit data, if needed, so 
control information for retransmission is 
in some of the headers.

• RTP will try to adapt to changing network 
conditions, so some headers contain 
information needed for flow control.

Why is EE Analysis Hard?

EE Packet Headers

IP Header (20 bytes)

LLC Header (3 bytes)

NLC (variable)

UDP Header (8 bytes)

RTP Header (20 bytes)

Optional RTP Segments

FID5 TH

RH (3 bytes)

RU – SNA Data



Errors / Congestion Control

We want to know error information:

– Do we have retransmissions?
– Is fragmentation done?
– If we have such data, what kind and 

how do we do something about it? 

Errors Congestion Control

We want to know flow control information:

– Do we have slowdowns?
– Who is doing it?
– If we have such data, what kind and 

how do we do something about it?

We analyze the trace and provide a summary.  
You can drill down to the details.



We provide a flow of 
events with warnings and 
alerts.


